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In memoriam of Peter Szor

Speaking: Ivan Zelinka
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Viruses don’t harm, ignorance does. Is ignorance a defense?

“[. . . ] I am convinced that computer viruses are not evil and that programmers have a right to create them, to 
possess them and to experiment with them . . . truth seekers and wise men have been persecuted by powerful 

idiots in every age . . .´’

Mark A. Ludwig

Everyone has the right to freedom of opinion and expression; this

right includes freedom to hold opinions without interference and to

seek, receive and impart information and ideas through any media

and regardless of frontiers.

Article 19 of Universal Declaration of Human Rights

Speaking: Ivan Zelinka
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Course agenda

 Introduction
 Malware 
 AI
 Swarm intelligence (SI)

 Malware – techniques and principles

 The todays role of the AI and SI in malware and antimalware technologies

 The most advances malware – what we shall expect
 AI, Swarm intelligence and malware = X-ware
 Fusion and the main principles
 X-worm a real swarm malware

 Principles, behavior, communication via dark net, analysis

 Examples, Videos 

 Future antimalware technologies – can we learn from X-Worm?

 Questions & Discussion

Speaking: Ivan Zelinka
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Motivation



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

The most dangerous viruses 

 Stuxnet, 2009-2010 
An error is seen on a computer screen of Bushehr nuclear power plant's map in the Bushehr Port on the Persian Gulf, 1,000 
kms south of Tehran,Iran on February 25, 2009. 

 2008 air crash of  Spanair MD-82 during take off in Madrid, 154 dead.

 The worst tragedy in Spain in last 25 yrs, one of the service computers system attacked by Trojan:

 Hernández, José Antonio (20 August 2010). "El ordenador de Spanair que anotaba los fallos en los aviones tenía
virus" [The Spanair computer that wrote down the faults in the aircraft had a virus]. El País (in Spanish).

 Leyden, John (20 August 2010). "Trojan-ridden warning system implicated in Spanair crash".

 "Malware implicated in fatal Spanair plane crash". TechNewsDaily. 20 August 2010.

Speaking: Ivan Zelinka

http://www.elpais.com/articulo/espana/ordenador/Spanair/anotaba/fallos/aviones/tenia/virus/elpepiesp/20100820elpepinac_11/Tes
http://www.nbcnews.com/id/38790670
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Cybernetic war

 "Crippling blackout hits tens of millions in South America". 
www.cbsnews.com.

Speaking: Ivan Zelinka
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Cybernetic threads

Speaking: Ivan Zelinka
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A.I. and cybersecurity

 Deep fake videos /faces.

 Learning from Twitter, Instagram, FCB, emails… to mimic behaviour, moods, formal/informal communication 
styles… (“It come from me, it sounds like me, it talks about the things we usually talk about. I expect they'd 
open it”).

 We should not “sleep” with misconception: ”If I was an attacker, why would I develop a deep learning system 
like Google/MIT are building when I can send 10,000 emails and have one person click on them?”

 Near Future: It's still possible that like any legitimate organisation, hacking gangs will look to exploit machine 
learning and artificial intelligence tools to augment their operations, if not replace their manual tasks. "Hackers 
will always look for things to make their processes work smoother”

 => A.I. driven malware, viruses, Machine Learning powered cyberattacks…

Speaking: Roman Senkerik
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Cyberthreads the cybersecurity landscape

Speaking: Ivan Zelinka
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Understanding the cybersecurity landscape

Spy and War Landscape

Air

Ocean

Space

Ground

Cyber
space

Hacking

Malware

Other

Speaking: Ivan Zelinka
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Understanding the cybersecurity landscape
Digital attack map

Exploring the Data, 
https://threatmap.checkpoint.com/
ThreatPortal/livemap.html

Speaking: Ivan Zelinka

https://threatmap.checkpoint.com/ThreatPortal/livemap.html
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Understanding the cybersecurity candscape
Cyber attack maps – Kaspersky lab

• Kaspersky (https://cybermap.kaspersky.com/#) 

• Cyberthreat real-time map by Kaspersky shows you the real-time attack detected by their various source system.

• On-Scanner access
• On Demand Scanner
• Web Anti-virus
• Mail Anti-virus
• Intrusion Detection System
• Vulnerability Scan
• Kaspersky Anti-spam
• Botnet Activity detection

• You can have data in table format under stats page.

Speaking: Ivan Zelinka

https://cybermap.kaspersky.com/


0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Malware – history and basic principles

Speaking: Ivan Zelinka
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Turing machine, finite automata: history

 John von Neumann, 29 states, 2D, 5 elements = 200,000 cells 1948 vision of replicating machines 

 1953 Watson and Crick, DNA 1968 

 Cells with 8 states and the 5 elemental environment in 1980 

 NASA / ASEE self-replicating robots on the Moon

 Game of Life, see also

Speaking: Ivan Zelinka

https://www.youtube.com/watch?
v=C2vgICfQawE

https://www.youtube.com/watch?v=C2vgICfQawE
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What a computer virus really is?

Speaking: Ivan Zelinka
Filiol, E., 2006. Computer viruses: from theory to applications. Springer Science & Business Media.
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What a computer virus really is?

Speaking: Ivan Zelinka
Filiol, E., 2006. Computer viruses: from theory to applications. Springer Science & Business Media.
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Brief history of malware

 Follow ideas of A. M. Turing and J. von Neumann (Scientific 
American, 1966 (1949), “Theory and Organization of Complicated 
Automata,” a paper that postulates how a computer program 
could reproduce itself. 

 1950s, employees at Bell Labs gave life to von Neumann’s idea 
when they created a game called “Core Wars.” In the game, 
programmers would unleash software “organisms” that competed 
for control of the computer.

 The Brain

 Old and modern malware

Speaking: Ivan Zelinka
https://www.lastline.com/blog/history-of-malware-its-evolution-and-impact/

https://www.lastline.com/blog/history-of-malware-its-evolution-and-impact/
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Brief history of malware

Speaking: Ivan Zelinka
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Brief history of malware

 Modern era of malware 

 AI in defence

 Behavioral analysis

Speaking: Ivan Zelinka
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Brief history of malware

 Era of malware with AI (?)

 Swarm virus predicted

 Experiments with swarm worm combined with ANN

Speaking: Ivan Zelinka
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What a computer virus really is?

A virus can be described by a sequence of symbols which is able, 
when interpreted in a suitable environment (a machine), to modify 

other sequences of symbols in that environment by including a, 
possibly evolved, copy of itself.

Speaking: Ivan Zelinka
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Computer virus versus biological

Biological virus Computer virus
1. Viruses require infected cells to spread them. They can not 
auto-generate.

1. Viruses require infected files to spread them. They can not 
auto-generate.

2. Viruses attack/infect specific cell types. 2. Viruses attack/infect specific file types.

3. Viruses modify the victim's genetic material in some way to 
make reproduction possible.

3. Viruses modify the victim's data/binary code in some way
to make reproduction possible.

4. Viruses take all or most of the control of their host cell. 4. Virus code is executed before passing control to the host.

5. Most viruses will not infect cells already infected by their
own strain.

5. Most viruses will not infect files already infected by their
own strain.

6. Symptoms may not appear, or may be delayed from the
time of initial infection.

6. Symptoms may not appear, or may be delayed from the
time of initial infection.

7. Viruses often mutate, making detection and disinfection
difficult.

7. Viruses often contain mutating code, or other "safeguards", 
making detection and disinfection difficult.

8. Cells can be vaccinated against particular viruses. 8. Files can be protected against particular viruses.
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Virus structure

Speaking: Ivan Zelinka
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Basic methods of infection

ProgramVirus Virus

ProgramVirus Virus

JMP redirection

Virus body
JMP at the 

EOF – virus 

beginning

Jump on the beginning

Transcript of the host : the host does not change the length , but destroy it .

Append to the host, extends the length of the host and retains its functionality

Speaking: Ivan Zelinka
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Prelude – virus body in C#

Speaking: Ivan Zelinka
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Prelude – virus body in Assembler

mov eax, 5      ; sys_open
mov ebx, folder ; name of the folder
mov ecx, 0
mov edx, 0
int 80h

cmp eax, 0      ; check if fd in eax > 0 (ok) 
jbe error ; cannot open file.  Exit with error status 

mov ebx, eax
mov eax, 0xdc   ; sys_getdents64 
mov ecx, buffer
mov edx, len 
int 80h 

mov eax, 6  ; close
int 80h

mov ebx, dword [edi+2080+eax]   ; phdr->type (type of segment)
cmp ebx, 0x01                   ; 0: PT_NULL, 1: PT_LOAD, ...
jne program_header_loop ; it's not PT_LOAD.  look for next program header

mov ebx, dword [edi+2080+eax+4]     ; phdr->offset (offset of program header)
cmp ebx, 0x00                       ; if it's 0, it's the text segment.  Otherwise, we found the data segment
je program_header_loop ; it's the text segment.  We're interested in the data segment

mov ebx, dword [edi+2080+24]        ; old entry point
push ebx ; save the old entry point
mov ebx, dword [edi+2080+eax+4]     ; phdr->offset (offset of program header)
mov edx, dword [edi+2080+eax+16]    ; phdr->filesz (size of segment on disk)
add ebx, edx ; offset of where our virus should reside = phdr[data]->offset + p[data]->filesz
push ebx ; save the offset of our virus
mov ebx, dword [edi+2080+eax+8]     ; phdr->vaddr (virtual address in memory)
add ebx, edx ; new entry point = phdr[data]->vaddr + p[data]->filesz

Speaking: Ivan Zelinka
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Prelude – virus body in Hex
http://www.fileformat.info/tool/hexdump.htm
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Basic methods of infection - overwriting
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0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Basic methods of infection - overwriting
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Basic methods of infection - prepending
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Basic methods of infection - prepending
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Artificial life, malware and other bugs

 Possible malware classification
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Indirect 

Programmer viruses

Boot, file attacking, 
multipartite, macro, stealth, 
polymorphic, ransomwares

Zarodky

Dropper

Injector

Worms (Rabbit, 
Octopus, Vors)

Logical bombs

Trojan

Virus generator

Miscellaneous
Downloaders, dialers, chain letters, 

adware, spyware, back door,, 
phishing

Direct
Exploits, spam, flooder, 

scanner
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Overview

 Malware is the main weapon of cyberattacks.

 Designed to disrupt and gain unauthorized access to
a computer system.

 Types of malware: virus, worm, trojan, spyware,
adware, ransomware, rootkit, botnet…
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Malware

Virus

Worm

Trojan

Spyware

Adware

Ranso
mware

Rootkit

Botnet
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Delivery methods

Removable media 

E-mail attachments

Drive-by downloads

Social engineering

Propagate in network

….
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Advanced malware

 Distributed, fault‐tolerant architecture (esistance against deleting, malfunctioning, etc. – PCs, infect paths)

 Multifunctionality (based on CnC servers, variable functionality)

 Camouflage techniques
 Encryption (Encrypt the virus code)

 Oligomorphism (advanced form of the encryption, use multiple decryption routines)

 Polymorphism (using code encryption, a high number of a high number of mutant decryptors; changing its code
constantly)

 Metamorphism (mutate the body of virus, every copy has different structure, but virus’s behavior does not change)
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Advanced malware

 Obfuscation Techniques
 Junk/Dead Code Insertion

 Variable/Register substitution

 Instruction replacement

 Instruction permutation

 Code transposition

 Armoring techniques:
 Anti-debugging (ensure that a malware is not running under a debugger)

 Anti-heuristics (using file parkers, using various Entry Point Obfuscation)

 Anti-goat (identifying goat files)

 Anti-Virtual Machine (detect if run under a virtual environment)
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Prelude – reverse engineering
The level of abstraction

Speaking: Ivan Zelinka
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Prelude – virus in ASM
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Prelude – complexity of description
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Mallware, legends and truth

 Can we infect unknown, nonhuman (i.e. extraterrestrial) computers?
 The Independence day

 Space odyssey 3000

 The Cloud by Ray Hammond

 Hardware destruction

 …
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Advanced malware

 Malware with AI (next generation malware)
 Intelligent evasion techniques (highly evasive, anti-reversing)

 Autonomous malware (mass attack with machine speed, targeted and customized attacks)

 Bio-inspired computation and swarm intelligence (mutate, evolution, swarm intelligence malware)
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Botnet – what is the next? 
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X-Ware?

• Possible future?

Speaking: Ivan Zelinka

X
https://readwrite.com/2013/07/31/how-to-build-a-botnet-in-15-minutes/

https://readwrite.com/2013/07/31/how-to-build-a-botnet-in-15-minutes/


0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Artificial intelligence - advanced malware with AI
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Brief history of AI

 The origin of the AI 

 Antikythera mechanism

 Charles Babbage

 A. Turing and EA terminology

 John von Neumann

 Konrad Zuse

 …
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Brief history of AI

 A. Turing (EA definition)

 N.A. Baricelli (first numerical experiments)

 J. Holland (GA)

 J. Koza (GP)

 …
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Brief history of AI

 AI history is a mixture of the 
 Software history

 Hardware history

 Algorithm history
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What is artificial intelligence
Types of AI

Speaking: Ivan Zelinka

Artificial intelligence

Type - 1 Type - 2

Narrow 
AI

General 
AI

Strong 
AI

Reactive 
Machines

Theory of 
mind

Limited
Memory

Self 
Awareness
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Artificial intelligence – history and basic principles

According to John McCarthy, Artificial Intelligence (AI) is “The science and engineering of
making intelligent machines, especially intelligent computer program.”

Artificial Intelligence is a process that makes making a computer, a computer-controlled
robot, or a software think intelligently think and act like humans through the simulation of
human thinking.

Artificial intelligence can process data on a larger scale, systematically, scientifically and
faster than a human could.
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History of artificial intelligence 

Year Milestone / Innovation

1943 Foundations for neural networks laid.

1950 • Alan Turing introduced Turing Test for evaluation of intelligence 
• Claude Shannon published Detailed Analysis of Chess Playing as 

a search.

1956 • John McCarthy coined the term Artificial Intelligence. 

1952-1969 • John McCarthy invents LISP programming language for AI
• Joseph Weizenbaum at MIT built ELIZA, an interactive problem 

that carries on a dialogue in English.
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History of artificial intelligence 

Year Milestone / Innovation

1966-1973 • Scientists at Stanford Research Institute Developed Shakey, a robot, 
equipped with locomotion, perception, and problem solving

• Freddy, the Famous Scottish Robot, capable of using vision to locate and 
assemble models.

1974-1985 • The first computer-controlled autonomous vehicle, Stanford Cart, was 
built.

• Harold Cohen created and demonstrated the drawing program, Aaron.

1986 • The return of neural networks    
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History of artificial intelligence 

Year Milestone / Innovation

1997 • The Deep Blue Chess Program beats the then world chess 
champion, Garry Kasparov.

2000 • Interactive robot pets become commercially available. 

1990 • Major advances in all areas of AI

2001 - now • The availability of very large data sets 
• Significant advances in machine learning, especially deep learning 

(neural networks) 
• Speech recognition and Computer vision is dominated by deep 

learning. 
60

Speaking: Ivan Zelinka



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Applications of AI in cybersecurity 

AI-Driven Cyber Security

Malware 
Detection

Intrusion 
Detection

Phishing 
Detection

Advanced 
Persistent 

Threat
…
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Applications of AI in cybersecurity 
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Applications of AI in cybersecurity 

 Recently, scientists proposed numerous 
techniques that have utilized AI methods 
to 
 Categorize malware [15, 43], 

 Detect network intrusions [1, 18, 31, 7, 10]

 Phishing [33, 21]

 Spam attacks [3, 13]

 Counter Advanced Persistent Threat (APT) 
[8, 14]

 Identify Domain Generation Algorithms 
(DGAs) [22, 12, 41, 42].

 Figure illustrates the primary areas of 
utilising AI to cybersecurity.
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Applications of AI in cybersecurity 

One of the ultimate goals of malware is to hide their presence and malicious intent to avoid being detected by anti-
malware solutions. Cybercriminals will certainly discover ways to implement the most advanced technology into
evasive techniques.

 The researchers from IBM [34] presented malware enhanced by the Deep learning (DL) technique that was capable
of leveraging facial recognition, voice recognition, and geolocation to identify its target before for attacking.

 In [27] Rigaki and Garcia adopted DL techniques to generate malicious malware samples that avoid detection by 
simulating the behaviours of legitimate applications.

 Concurrently to the development of malware, there are attempts to apply bio-inspired techniques into malware. For
instance.

 Ney ea al. [24] presented how to compromise a computer by encoding malware in a DNA sequence. 

 Later, the authors in [46] outlined a hypothetical swarm malware as a background for a future anti-malware system. 
More precise, the swarm virus prototype simulated a swarm system behaviour, and its information was stored and 
visualized in the form of a complex network. 

 As a further improvement, the authors in [38] fused swarm base intelligence, neural network, and a classical
computer virus to form a neural swarm virus

64

Speaking: Ivan Zelinka



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Applications of AI in cybersecurity 

There have been researches on adopting AI to carry
out complex social engineering attacks. In [29, 30],
the authors introduced a long short-term memory
(LSTM) neural network that was trained on social
media posts to manipulate users into clicking on
deceptive URLs.

 Adversarial inputs: The authors in [19] investigated
adversarial generated methods to avoid detection
by DL models. Meanwhile, in [2], the authors
presented a framework based on reinforcement
learning for attacking static portable executable
(PE) anti-malware engines.

 Poisoning training data: Different domains are 
vulnerable to poisoning attacks, for example, 
network intrusion, spam filtering or malware
analysis [20],[9].
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 Model extraction attacks: These techniques are used to 
reconstruct the detection models or recover training data 
via black-box examining [37]. On this occasion, the attacker
learns how ML algorithms work by reversing techniques. 
From this knowledge, the malicious actors know what the
detector engines are looking for and how to avoid it.
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Applications of AI in cybersecurity 
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A.I. and cybersecurity 

 Detection of attacks/exploits.
 Key generators synthesis.
 Security strategies optimization/synthesis
 Classification of… attacks/logs/whatever…
 Adversarial Machine Learning (Man vs. Machine)
 …

 It is not all sunshine and rainbows…
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Swarm intelligence – history and basic principles

Swarm Intelligence

Biology

• Insect / animal groups

• Cooperative behavior

• Solving tasks no-
individual can solve alone

• Global intelligence driven 
by local interactions

Computer Science

• Branch of AI (CI)

• Bio-inspired algorithms

• Metaheuristic optimizers

• Population-based

• Communication

Robotics

• Cooperative problem 
solving

• Decentralization

• Self-organization

• Autonomous systems
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Swarm idea

 Invincible by the Stanislaw Lem

 Non-human thinking system

 Swarm system as a brain

 Fantasy and science fiction???

 Swarm robotic

 Collective memory

 Decentralized control

 See also

 http://news.bbc.co.uk/2/hi/science/nature/8044200.stm

 http://imr.ciirc.cvut.cz/Swarm/Swarm

 http://mrs.felk.cvut.cz/research/swarm-robotics
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Swarm intelligence

Cooperation of simple agents/units/individuals (problem solutions) without any command and 
control unit.

Self-Organisation, Self-Emergence.

Inspiration for many powerful algorithms/swarm
robotics concepts.

ACO

PSO

Speaking: Roman Senkerik
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Ant colony optimization

• Ant colony optimization algorithm (Ant Colony Optimization ACO) was first introduced by Marco Dorigo in his 
Ph.D. thesis (Dorigo, 1992), (Dorigo, 2004). 

• This approach could be classified as finding good paths through graphs. The algorithm was inspired by real ant 
colonies in locating food sources.

• The principle of the algorithm is to move “across the landscape optimized ant problem and marking 
pheromone trails”.  collecting food. 

Speaking: Ivan Zelinka
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Swarm intelligence and antimalware

SI simulating attacks

Speaking: Ivan Zelinka
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SI simulating attacks

Selected SI and EAs algorithms as the artificial intruder
PSO

SOMA

DE

GWO

SA

Adaptive IDS

Speaking: Ivan Zelinka
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Problem flowchart

5 Selected SI and EAs algorithms was used

IDS adaptation evaluation

Experiment conditions

Speaking: Ivan Zelinka
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PSO in action

Speaking: Ivan Zelinka
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Darwin, Mendel and malware evolution

Speaking: Ivan Zelinka
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Metamorphic virus - the Badboy virus uses eight modules

 The order of the subroutines will be different from generation to 
generation, which leads to n! different virus generations, where n is the 
number of subroutines. 

 BadBoy had eight subroutines, and 8! = 40 320 different generations. 

 W32/Ghost (discovered in May 2000) has 10 functions, so 10! = 3 628 800
combinations. 

 Both of them can be detected with search strings, but some scanners need 
to deal with such a virus algorithmically.

Speaking: Ivan Zelinka
Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
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Simple metamorphic viruses

 In December of 1998, Vecna (a notorious virus writer) created the W95/Regswap virus. 

 Regswap implements metamorphosis via register usage exchange. Any part of the virus body will use different 
registers but the same code. 

 The complexity of this, clearly, is not very high. 

 Some sample code fragments selected from two different generations of W95/Regswap that use different 
registers.

Speaking: Ivan Zelinka
Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
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W32/Evol virus

Speaking: Ivan Zelinka
Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
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Malware evolution based on Mendelian and Darwinian theory

Can malware evolve?

Metamorphic malware

Malware under Darwin’s and Mendel’s theory

Speaking: Ivan Zelinka
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Metamorphism or evolution?

Speaking: Ivan Zelinka
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Malware evolution - a life cycle

Virus metamorphosis driven by evolution

Real virus evolution
 Layers

 Indexing - 2:1:1:2:3:2:4,1

Metamorphic virus with 8 blocks is 40 320

What if there is N blocks with M functions???

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution - a life cycle

Virus metamorphosis driven by evolution

Real virus evolution
 Layers
 Indexing - 2:1:1:2:3:2:4,1
 Metamorphic virus with 8 blocks is 40 320 
 What if there is n blocks with m functions???
 While metamorphic with N blocks is N!, 

evo-metamorphic is n! m!/(m-1)!...  
 …so we have for n = 8 and m = 5 201 600

combinations that is significantly more than in 
the classical metamorphic scheme for that 
setting…

 See m = 10 …

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution – screenshot

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Malware evolution - program cycle

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution –
used methods by Entities

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution –
used methods by Leader

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Virus can evolve, what next?

Speaking: Ivan Zelinka
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Swarm intelligence as a malware engine

X-ware

Speaking: Ivan Zelinka
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What kind of malware can be 

expected in the near future?

One possible answer:

Zelinka, I., Das, S., Sikora, L., & 

Šenkeřík, R. (2018). Swarm virus-

Next-generation virus and 

antivirus paradigm?. Swarm and 

Evolutionary Computation, 43, 207-

224.

Vision

Speaking: Roman Senkerik
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Swarm Virus - Main Idea

 To mimic the behavior of the biological swarm systems.

 To eliminate C&C center in the botnet structure.

 To combine of swarm base intelligence, (neural network - 2nd gen.), and a traditional virus -> new kind of 
virus.

 Dynamics of the Swarm Virus behaviour can be transformed to CN

 Any Swarm Algorithms dynamics can be transformed to CN

 Connection of those?

 Development of smart frameworks (without C&C centre) for new kind of security SW

 Not limited to viruses… any cyberthreats, crimes, malware, can follow similar transformation patterns/rules

Speaking: Ivan Zelinka

Zelinka, I., Das, S., Sikora, L., & Šenkeřík, R. (2018). Swarm virus-Next-generation virus and antivirus 

paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm virus - main idea

 Virus behavior patterns - Why Complex/Social networks:

 Movement of a virus in the PC system follow the tree structure (i.e., moving from file to 

file). 

 Such structure consists of many dead-ends and no-cycles… -> transform this tree 

structure into complex network.

 Utilization of a Complex (social) networks is a powerful method for visualizing and 

analyzing the swarm virus behavior (patterns, hubs, clusters...)

Speaking: Ivan Zelinka

Zelinka, I., Das, S., Sikora, L., & Šenkeřík, R. (2018). Swarm virus-Next-generation virus and antivirus 

paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm virus - main idea

 SI and malware

 Structure

Zelinka, I., Das, S., Sikora, L., & Šenkeřík, R. (2018). Swarm virus-Next-generation virus and antivirus 

paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm Virus – Results

Speaking: Ivan Zelinka

Zelinka, I., Das, S., Sikora, L., & Šenkeřík, R. (2018). Swarm virus-Next-generation virus and antivirus 

paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm Virus – Behavioral Patterns

Speaking: Ivan Zelinka

Zelinka, I., Das, S., Sikora, L., & Šenkeřík, R. (2018). Swarm virus-Next-generation virus and antivirus 

paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm Virus – Behavioral Patterns

Speaking: Ivan Zelinka

Zelinka, I., Das, S., Sikora, L., & Šenkeřík, R. (2018). Swarm virus-Next-generation virus and antivirus 

paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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In action

Speaking: Ivan Zelinka

Zelinka, I., Das, S., Sikora, L., & Šenkeřík, R. (2018). Swarm virus-Next-generation virus and antivirus 

paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm virus – behavioral patterns

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.
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Betweenness centrality of the X-Ware network, capturing 
its movement through host system

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.

Eigenvector centrality of the X-Ware network, capturing 
its movement through host system
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Advanced malware

 Malware with AI (next generation malware)
 Intelligent evasion techniques (highly evasive, anti-reversing)

 Autonomous malware (mass attack with machine speed, targeted and customized attacks)

 Bio-inspired computation and swarm intelligence (mutate, evolution, swarm intelligence malware)

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011

0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010

1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101

0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Neural swarm malware

 X-Ware powered by ANN

 Centralized version

 Distributed version

103

Each virus in the swarm is embedded with a MLP

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.

ANN Output

ANN Input
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More reading

Thanh, C. T., Zelinka, I. & Senkerik, R. (2019, July). Neural Swarm Virus. 

In 7-th Joint International Conferences on Swarm, Evolutionary and 

Memetic Computing Conference (SEMCCO 2019) & Fuzzy And Neural 

Computing Conference (FANCCO 2019), Maribor, 10-12 July 2019

Speaking: Ivan Zelinka
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X-ware – AI

 AI + X-ware = ?

 Possibilities

 Advantages and disadvantages
 Robustness

 Unreadability

 Plasticity

 Distributed payload

 Detectability 

 Next experiments

ANN Output

ANN Input

Speaking: Ivan Zelinka

Truong, T.C., Zelinka, I. and Senkerik, R., 2019. Neural Swarm Virus. In Swarm, Evolutionary, and 

Memetic Computing and Fuzzy and Neural Computing (pp. 122-134). Springer, Cham.
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Communication

106

X-Ware architecture, the individual communicate through Tor network 

Speaking: Ivan Zelinka
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X-ware

The Code

Speaking: Ivan Zelinka
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Prototype in C#

static void CheckSwarmIntegrity()
{

//check the integrity of the swarm. 
//If the other instances is removed, the current instance will recreate the virus    
string[] s = null;
s = ReadData();
var index = Array.IndexOf(s, "BgCommand");
int count = 0;

//browse the info array
for (int i = 0; i < index; i++)
{

for (int j = 0; j <= index; j++)
{//if the element values are equal to virus ID then update 

if (s[i] == ("svirus" + j))
{

//get the filepath of the virus ID svirusi
string pathofvirus = s[i + 1];

//check if the virus with ID exist
if (File.Exists(pathofvirus) == false)

static void DisplayVirusInfo()
{//Display the information store inside the virus

string[] inf = null;
inf = ReadData();
Console.WriteLine("Information of the swarm virus\n");
foreach (var item in inf)
{Console.WriteLine("{0}\n",item);}

}
static void WriteLogInformation(string filename, string info1, string info2)
{//this function is used to record the virus activity 

StringBuilder sbuilder = new StringBuilder();
using (StringWriter sw = new StringWriter(sbuilder))
{

using (XmlTextWriter w = new XmlTextWriter(sw))
{

w.WriteStartElement("LogInfo");
w.WriteElementString("Time", DateTime.Now.ToString());
w.WriteElementString("Info1", info1);
w.WriteElementString("Info2", info2);
w.WriteEndElement();

}
}
using (StreamWriter w = new StreamWriter(filename, true, Encoding.UTF8))
{w.WriteLine(sbuilder.ToString());}

}
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X-ware

Video
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X-ware - demo 1
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X-ware: conclusion

• Expand X-ware to swarm worm

• Create botnet

• Simulate network traffic 
• With botnet

• With X-ware

• Measure data, compare, search for patterns

• The future of the antimalware technologies

Speaking: Ivan Zelinka

ANN Output

ANN Input
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Conclusion

 We discussed
 Basics of malware ideas

 AI and SI overview

 Darwinian malware evolution

 Swarm intelligence 
 Training IDS

 Used as the possible malware engine

 X-Ware
 Swarm malware with included ANN 

 Future antimalware technologies (use AI snd SI,…)
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Thank you for your attention
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